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1. TIACHHOPT IIPOI'PAMMBI ITPOOECCHUOHAJIBHOI'O MOAVILA
IIM.01 «BBIITOJIHEHUE PABOT I10 [TIPOEKTUPOBAHMIO CETEBOU
NHOPACTPYKTYPBI»

1.1. O6iacTh IpUMEHEHHS TPOTPaMMBbI

[Iporpamma mnpodeccuoHaIbHOTO MOAYJs (ajee mnporpaMma) — SIBJISIETCS
YacThI0 MPOrpaMMbl MOJATOTOBKH CHEIUATUCTOB CPEAHEr0 3BEHA B COOTBETCTBUU C
®OI'OC nmo cnenuanpHOCTH 09.02.06CeTeBOC M CHCTEMHOE aJIMHUHUCTPUPOBAHUE B
YacTH OCBOCHMSI OCHOBHOIO BHAa mnpodeccuoHanbHo nearensHoctd  (BITI):
Boinonnenne  paboT 1O MPOEKTUPOBAHHMIO  CETEBOM  MH(PACTPYKTYyphl U
COOTBETCTBYIOIMHUX MpodeccuoHabHbX KommereHiuid ([1IK) mu JIMYHOCTHBIMU
pe3ynbTaTaMi  peaju3allid MPOrpaMMbl BOCIUTAaHUS W C Y4E€TOM OCOOEHHOCTEH
npodeccun:

[1IK 1.1.BpImoaHATh NpOEKTUPOBAHUE KAOETBHON CTPYKTYPhl KOMIIBIOTEPHOU
CETH.

[1K 1.2.0cyuiecTBasTh BEIOOP TEXHOIOTUU, HHCTPYMEHTAIBHBIX CPEJICTB U
CPEIICTB BBIYUCIUTEILHON TEXHUKHU TIPU OPTaHU3AIMHU TIpoliecca pa3paboTKu U
UCCIIEJOBaHUs 00BbEKTOB MPO(HECCUOHAIBHOM 1A TENbHOCTH

[1K 1.3.006ecneunBarh 3aIUTy HHOOPMAIIMU B CETH C UCIIOJIb30BAaHUEM
IPOrpaMMHO-aNMNapaTHbIX CPEACTB.

[IK 1.4 IlpuHrMaTh y4acTHE B IPUEMO-CATOYHBIX UCTIBITAHUSIX KOMITBIOTEPHBIX
CeTell u ceTeBOro 000PyAOBaHMSI PA3IMUYHOTO YPOBHS U B OLICHKE KaueCTBa U
HKOHOMUYECKOU 3(h(PEKTUBHOCTU CETEBON TOTIOIOTHH.

[1K 1.5.BpinonHsaTe TpeOOBaHUSI HOPMATUBHO-TEXHUUYECKOW JOKYMEHTALIUH,
HMMETh OMBIT O()OPMIICHHUS MPOEKTHOU IOKYMEHTAIUH.

1.2. llenu u 3a1a4m Moaysi — TpEOOBAHMS K pe3yJibTaTaM OCBOEHUS MOIYJIS

C nenbio OBNAAEHUS YKa3aHHBIM BHJIOM MPO(ECCUOHANBHOU AESITENBHOCTU U
COOTBETCTBYIOIIMUMH MPOPECCUOHATBHBIMA KOMIIETEHLIMSIMU OOYy4YaloOIIMCs B XOJE
OCBOEHHMSI MPO(HECCUOHATBHOTO MOTYJIS TOJIKEH:

NMeTh npakTUYECKU ONBIT B!

—IIPOEKTUPOBAHUU APXUTEKTYPHI JIOKATBHOW CETU B COOTBETCTBHH C
MMOCTaBJICHHOM 3aJauei;

—yCTaHOBKE U HACTPOIKE CETEBBIX MPOTOKOJIOB U CETEBOr0 000PYA0BaHNUS B
COOTBETCTBUM C KOHKPETHOM 3a1a4ei;

—BbIOOpE TEXHOJOTUU, UHCTPYMEHTAIILHBIX CPEACTB MPU OpraHu3aliMy Nporecca
UCCJIeIOBAHUS OOBEKTOB CETEBOM MHPPACTPYKTYPHI;

—obOecrnieueHnH 0€30MacCHOI0 XpaHEeHUs U Nepeaadn nH(popMauu B JOKaIbHOU
ceTu;

—HCIOJI30BAHUH CHEIHATIEHOTO MPOTPaMMHOT0 00eCTIeUeHUS ISt
MOJENUPOBAHUS,

—IIPOEKTUPOBAHUS U TECTHPOBAHUS KOMIIBIOTEPHBIX CETEH.

YMETh!

—IIPOEKTUPOBATh JIOKAIBHYIO CETh, BHIOMPATh CETEBBIE TOIOJIOTHUH;

—HCIO0JIb30BaTh MHOTO(PYHKIIMOHATBHBIE MTPUOOPHI MOHUTOPHUHTA, IPOTPAMMHO-
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arrapaTHble CPEACTBAa TEXHUUYECKOTO KOHTPOJIS JIOKAJIBLHOUM CETH.

3HATh:

—0011IMe TPUHIUITBI TOCTPOCHUS CETEU, CETEBBIX TOMOJIOTUN, MHOTOCIIOMHON
moaenu OS], TpeboBaHUN K KOMITIBIOTEPHBIM CETSIM;

—apXUTEKTYpPy IPOTOKOJIOB, CTAHIAPTU3ALIMN CETEU, 3TANIOB NPOECKTUPOBAHUS
ceTeBOW MH(MPACTPYKTYPHI;

—0a30BbIe TPOTOKOJIBI M TEXHOJIOTHH JIOKAJILHBIX CETEH;

—MPUHIIUIBI TOCTPOEHUS BRICOKOCKOPOCTHBIX JIOKAJIbHBIX CETEH;

—CTaHJapThl Kabemnel, OCHOBHBIE BUIbl KOMMYHUKAIIMOHHBIX YCTPOUCTB,
TEPMUHOB, MIOHATHI, CTAHAAPTOB U TUIIOBBIX 3JIEMEHTOB CTPYKTYPHUPOBAHHOM
Ka0eJIbHOI CUCTEMBI.

1.3. KonnuecTBO 4acoB Ha OCBOEHUE MPOrpPaMMbl TPOPECCHOHATILHOTO MOTYJIS:
Bcero — 720 yacoB, B TOM YHCIIE:

MaKCHMaJbHOU yueOHON Harpy3ku oOydatomierocs — 456 4acoB, BKIIOYas:
00s13aTeNBHYIO Ay TUTOPHYIO YIeOHYIO Harpy3Ky oOydaromuxcs — 426 Jacos;
CaMOCTOSATENIbHYIO paboTy oOydarommxcs — 18 gacos;
y4eOHYIO0 ¥ TIPOU3BOACTBEHHYIO MPAKTUKY B opMe MPAKTHIECKON MOATOTOBKH —

252 yaca.



2. PE3VJIBTATBI OCBOEHUA ITPO®ECCHUOHAJIBHOI'O MOAYIJIA

PesynbpraroM oOCBOEHHS mporpamMmbl MPO(HECCHOHATEHOTO MOMIYJS SIBISIETCS
OBJIaJIcHHE OOYyYaIOIUMUCS BHJIOM MPO(ECCHOHATBLHOW ACSITETPHOCTH B TOM YHCIIE
npodeccuonanbubiMu (I1K) 1 o6ummu (OK) koMmeTeHunsaMu:

Kon HaumeHnoBanue pesynpraTa 00ydyeHus

I1K 1.1.| BpINOAHATS NIPOEKTUPOBAHUE KAOEIBHOU CTPYKTYPbl KOMIIBIOTEPHOM CETH.

I1K 1.2.] OcymiecTBisATh BEIOOP TEXHOJIOTHH, HHCTPYMEHTAIBHBIX CPEJICTB U CPEACTB
BBIUMCIIUTEIbHON TEXHUKH MPU OPTaHU3alUU IIpoLecca pa3paboTKu U
UCCIJIEJOBaHMsI 00BEKTOB TPO(YECCHOHAIBHOM €A TENBHOCTH

I1K 1.3.| OGecmeunBath 3amuTy HHOOPMAITUU B CETU C UCIIOJIb30BAaHIEM
POrpaMMHO-ANIAPATHBIX CPEACTB.

IIK 1.4.| [IpuHrMaTh y4acTHE B IPUEMO-CAATOYHBIX UCIIBITAHUSIX KOMIBIOTEPHBIX
CEeTel U CeTeBOro 00OPYA0BAHMS PA3IMYHOIO YPOBHS U B OIIEHKE KauecTBa
Y SKOHOMUYECKON 3((EKTUBHOCTH CETEBOM TOMOJIOTHHU.

[1K 1.5.| BeinoaasaTs TpeOoBaHUS HOPMATUBHO-TEXHUUECKOHN TOKyMEHTALUU, UMETh
OMBIT 0(OPMIIEHUS] MPOEKTHONW JOKYMEHTAIUH.

OK 1. | BeibupaTte cnocoObl pelieHus 3ajad NpoecCHOHANbHON JIEeATENbHOCTH,
MPUMEHUTENBHO K Pa3IMYHBIM KOHTEKCTaM

OK 2. | OcyiecTBasiTh MOUCK, aHATU3 U UHTEPIPETALNIO HHPOPMALIUH,
HEO0OXOAMMOM ISl BBIMOJIHEHUS 33/1a4 Npo(heCcCUOHATBHOU NeATETbHOCTH

OK 3. | [InanupoBaTh U peain30BbIBaTh COOCTBEHHOE MPOPECCUOHATBHOE U
JMYHOCTHOE PAa3BUTHE.

OK 4. | PaGoTtath B KOJIJIEKTUBE U KOMaH i€, 7 (PEKTUBHO B3aMMOIECTBOBATH C
KOJUIETaMU, PYKOBOJCTBOM, KJIMEHTaMHU.

OK 5. | OcymecTBisTh yCTHYIO U MHCBbMEHHYI0 KOMMYHHUKALIAIO Ha
rOCYJapCTBEHHOM SI3bIKE C yYETOM OCOOEHHOCTEW COLMAIbHOTO U
KYJIbTYPHOTO KOHTEKCTA.

OK 6. | IIposBIIATH rpak1aHCKO-NTATPUOTHYECKYIO MO3ULHUIO, AEMOHCTPUPOBATh
OCO3HaHHOE MOBEICHUE HAa OCHOBE TPAJAUIIMOHHBIX O0IIEYEIOBEYECKUX
LIEHHOCTEM.

OK 7. | ConeiicTBOBaTh COXPAHEHHUIO OKPYXAIOIIEH CPEeJbl, PECypcocOepereHuto,
3¢ (dEeKTUBHO AEWCTBOBAThH B UPE3BBIYAMHBIX CUTYALIHSX.

OK 8. | Mcnonb3oBaTh cpeacTBa GU3NYECKON KyJIbTYPBhI JUIsl COXpaHEHUS U
YKpEIUIEHUS 3J0pOBbsS B Ipoliecce MPOPECCHOHATBHON AESITeIbHOCTU U
nojJiep>kaHue He0OX0JUMOTO YPOBHS (PU3NUYECKOI MOATOTOBIEHHOCTH.

OK 9. | Ucnonb3oBaTh HHGOPMAIIMOHHBIE TEXHOJIOTHU B TPO(ECCHOHATTEHOM
JESATEIbHOCTH

OK 10. | Ilonp3oBaThCcsi MpodecCHOHANBHON JOKyMEHTAalUel Ha rocyAapCTBEHHOM
Y UHOCTPAHHOM SI3bIKE.
OK 11.| IlnanupoBaTh NpeANPUHUMATEIBCKYIO JEATEIbHOCTh B IPO(EeCCHOHATBHOM
cthepe
JIP 1 | Oco3HaBath ce0s rpaKJaHUHOM U 3aIITUTHUKOM BEJTUKON CTPaHbI




JIP 4

[TposIBAATE U IEMOHCTPUPOBATH YBAXKEHUE K JHOJIM TPY/Ja, OCO3HABAThH
LEHHOCTh COOCTBEHHOTO Tpyaa. CTpeMuThes K (GOPMUPOBAHUIO B CETEBOM
cpelle TMYHOCTHO U MPOPECCUOHATBHOIO KOHCTPYKTUBHOTO «IIU(POBOTO
ciena»

JIP 13 | OcyuiecTBiATh NOUCK, aHAJIU3 U UHTEPIPETALUIO HH(OpMALINHY,
HE0OXOMMOM I BRIIOJHEHMS 3a4a4 Npo(eCCUOHATIbHON AESITEIbHOCTH

JIP 14 | Wcnonbs3oBaTh HHPOPMAITMOHHBIE TEXHOJIOTHH B MPOQPECCUOHAITBHOMN
JEATEIBHOCTH

JIP 15 | PaboTaTh B KOJIJIEKTUBE M KOMaHJE, 3)(PEKTUBHO B3aMMOJIEHCTBOBATD C
KOJUJIETaMH, PYKOBOJICTBOM, KJIMEHTAMM.

JIP 16 | AKTMBHO NPUMEHSTH NOJIYYCHHBIC 3HAHUS HA IPAKTHKE

JIP 17 | CriocoOHBII aHAIU3UPOBATH MPOU3BOJCTBEHHYIO CUTYAIIUIO, OBICTPO
IIPUHUMATH PELICHUs

JIP 18 | IlposiBnsiTE 10OpPOKENATENBHOCTD K OKPY KAIOLIUM, JIEIUKATHOCTh, YyBCTBO

TAaKTa U TOTOBHOCTBH OKa3dTh YCIIYI'Y KaXKIOMY KTO B HEH HYKIaCTC.




2. Ctpykrypa u coaepxkanue npodeccruonansaoro moaysilIM.01 « BBITIOJIHEHUE PABOT I10 ITPOEKTUPOBAHUWIO

CETEBOU UH®PACTPYKTYPhI»
3.1. TemaTnueckuil iiaH NpoPpecCUuOHAIBHOIO0 MOIYJIS

3aHATUS BO B3aMMOJIEHCTBUH C MPEMOIABATENEM, YaC Camocrosite
JbHAs
3 Ob6yuenue no MK Ipaxmuku paGora
Kozt HaumenoBanus paznenoB CymmapHLIii LIpomexyTo
npo¢ecCHOHATBHBIX 00beM [IpousBoncTBeHHAS
0OIIMX KOMIIETEHITIHA MPO(ECCHOHATLROTO MOY A HaTrpy3KH, 4ac Bcero JlaGopatopHsix uj. Kypcosbix YuebHas (ecnu npedycmompena I
> MPAaKTHIECKUX pabot ATTeCTalns
3aHATHHA (TIpOEKTOB) paccpedomoveniiaz
npaKmuKa)
1 2 3 4 5 6 7 8 9 10

MK 1.1-I1IK 1.5 Pasmen 1. KommeroTepHbIe ceTn 12
OK 01-11 196 178 58 6
MK 1.1-I1IK 1.5 Pasmern 2. OpraHu3amus, TpUHIIIIEL 260 248 70 12
OK 01-11 MOCTpOCHUA U (PYHKITHOHUPOBAHUS 30

KOMIBIOTEPHBIX ceTel
MK 1.1-[IK 1.5 'YueOHas mpakTrka (1o mpoGuIo 108 108
OK 01-11 CITEITHATBHOCTH ), 9acoB (ecin

[peaycMOTpeHa UTOTroBast

(KOHIIEHTPHPOBAaHHAs) MPAKTHKA)
MK 1.1-I[IK 1.5 ITpou3BoACTBEHHAS TIPaKTHKa (I10 144
OK 01-11 MPOGUITIO CIIEIHATBHOCTH), YaCOB 144

(ecru mpeyCMOTpEHa UTOTOBAS

(KOHIIEHTPHPOBAaHHAs) MPAKTHKA)

[TpomMexyTouHas aTTecTanus 12 12
DK3aMeH 110 MOAYIIIO
Bcezo: 720 426 | 128 | 30 | 108 144 24 18




2.2. Tematuueckuii miaH u coaepkanue npodeccrnonanbuoro moayis (IIM)
[IM.01 «BBITIOJTHEHUE PABOT I10 ITPOEKTUPOBAHMIO CETEBO UH®PACTPYKTYPhI»

HaumeHoBaHue pa3aeioB U TeM
npogeccuonanbHoro moayJs (IIM),
MeKIUCHUTIIHHAPHBIX KYPCOB

ConepxaHue yueOHOT0 MaTepHaJa,
J1aopaTopHble padoThl U NMPaAaKTHYeCKHE 3aHATHS, CAMOCTOSITe]IbHAs Y4eOHasi padoTa o0y4aromuxcs,
KypcoBasi padoTa (IIPOeKT)

O0BEM B yacax

K cpene nepenaun qanHbIX MAC. CTpyKTypa KaJipa KaHaJIbHOTO YPOBHS M IPUHIIUIIEI €ro (YOPMHUPOBaHUSI.

(MJK)
1 2 3
Pasnea 1. KomnbloTepHsble ceTn
MJIK.01.01. KomnbloTepHbIe ceTH 178
Tema 1.1. BBeneHue B ceTeBble Copnep:xanue 56
TEeXHOJIOT MU 1 |KomnbloTepHbIe ceTH 2
CoBmectHast paborta, VIHTEpHET U COBpEMEHHBIE CETEBbIE TEXHOJIIOTHH — 00JIaCTh MPUMEHEHHS U Ha3HauCHHE.
Bubl KOMITBIOTEPHBIX ceTei. [7100anbHbIC U JIOKAJIbHBIC CETH.
2 |OnHOpaHrOBBIE M KIHMEHT-CEpBEpHbIE apXHUTEKTypbl. OCHOBHBIE KOMIIOHEHTHI CEeTeH, ceTeBas cpena U 2
ceTeBble ycTpoiicTBa. TexHosorumm mnonkmoueHuss k MarepHer. KonBeprentHele cetu. KauectBo u
HaJIe)KHOCTB ceTeil. OCHOBHBIE MOHSTHS ceTeBOil Oe3onacHOCTH. TeHIeHIINH Pa3BUTHS CETEH.
3 [KoHcoabHBI 10CTyN 2
'Y nanenns1it qoctyn ¢ momomsio Telnet u SSH
4 |Mcnonp3oBanue mopra AUX. 2
5 |CereBble MPOTOKOJIBI H KOMMYHHKAIIMH 2
KommpoBanne u mapamerpbl cooOmenus. CereBble NMpOTOKONbL. BzammopeiictBue mnporokonos. Habop
mpotokosioB TCP/IP u mponecc obmena manHeiMu. Opranmsanuu mo crarmaprusanum: [SOC, IAB, IETF,
IEEE, 1S0O.
6 IMmuoroyposaeBbie mogenu OSI u TCP/IP. Mukancymnsamus naHHbiX. [IpotokonsHble 610k qaHHbX (PDU). 2
JToctyn k nokanbHbeIM pecypcaM. CereBas anpecauus. MAC- u IP- agpeca. [loctyn K yaal€HHBIM pecypcam.
1111103 IO YMOJT9aHHIO.
7 |CereBoii noctyn 2
[Mpotokounsl U cTanAapThl (pusuueckoro yposHs. CrnocoObl nojakiroueHust k cetu. CereBble MHTEpQEHCHbBIE
wiatel  (NIC). Cpenpl mnepegaun JaHHBIX M MX  XapaKTEPUCTHKH: MPOIMYCKHas CHOCOOHOCTb,
MPOU3BOUTEIHHOCTh. Bumbl Menmubpix cereBbix kabenmeii: UTP, STP, koakcwanpHbIA. PasHOBHMmHOCTH,
0COOCHHOCTH MPOKJIAJIKK M TECTHPOBaHMs Kabenedl. CTpyKTypa U 0COOEHHOCTH NMPOKIAKH ONTOBOJIOKOHHBIX
kabeneii. becipoBonHble cpeacTpa nepenayn gaHusix. Crangapt Wi-Fi IEEE 802.11.
8  [KananbHBIN ypOBeHb U €ro 1Mo ypoBHH: Yrpasienue soruueckuM kananoM (LLC) u Yrpasnenue goctyrnom 2




CraniapThl KAHAIBHOTO YPOBHs. DU3MYECKas U JIOTHYECKAsl TOIOJIOT S CETH. TOMONOTHH «TOYKA-TOYKAY,
3BE3/[a, «ITOJHOCBA3aHHAs», «KOJIbIIeBasy. [oayaymnieKcHas U MOJTHOAYILICKCHAsI [iepe/iada JaHHbIX.
Ocobennoctu kagpoB LAN, WAN, Ethernet, PPP, 802.11.

10

Cetenble TexHosoruu Ethernet

CemetictBo ceteBbix TexHomoruit Ethernet. Ilpwammm paboter Ethernet. B3anmoneiicTBre Ha MOIypOBHSX
LLC u MAC. YmpasneHue aoctynom k cpene nepexadn nanaeix (CSMA). MAC-aapec: naeHTHQHUKAINS
Ethernet. AtpuOytel xanpa Ethernet. IIpeacraBnenmss MAC-aapecoB. OpmHO- W MHOTOaJIpecHO,
[IIpOKOBeIIaTeIbHON pacceliok. CkBo3Hoe noakimoueHue, MAC- u IP-anpeca.

11

[IpoToxon pa3pemrenus agpecos (ARP): mpuHIUIEI paboTHI, pOJH B MpoIiecce YAAICHHOTO 0OMEHa TaHHBIMH.
Ta6mmmpr ARP Ha ceteBbx ycTpoiicTBax. OcHOBHBIE HeocTaTku poTokoiia ARP - Harpyska Ha cpemy
[mepeaadn NaHHBIX U 0€30MaCHOCTb.

12

OcHoBHasi uHpOpMalMs 0 noprax kommyraropa. Tabmuuma MAC-anpecoB kommyraropa. @yHkuus Auto-
MDIX. CnocobObl mepechlIkd Kampa Ha kommytatopax Cisco. Bydepuzamnus maMsaTé Ha KOMMYTaTOpax.
dukcupoBaHHas U MOAYJIbHASE KOHOUTYpaluy KOMMYTaTopoB. CpaBHEHHE KOMMYTAIlMX YPOBHS 2 U YPOBHSL.
Texuomnorust CiscoExpressForwarding. Bupryanbsnsliii untepdeiic kommyraropa (SVI), Mapuipytisupyemsiii
nopt, EtherChannel ypoBhs 3. Kondurypauus MapuipyTiH3upyemMoro nopra.

13

CeTeBoii ypoBeHb

CeTeBOli ypOBEHB B Ipoliecce nepeaadn AaHHbIX. [IpoTokonsl cereBoro ypoBHs. OCHOBHBIE XapaKTEPUCTHKH
IP-mporokomna. Ctpykrypa makeroB IPv4 u IPv6. OcobenHoCcTH 1 IIpenMmymiecTBa mpoTokoia Pv6. Metonsbrl
MapIIpyTU3auy y310B. Tabiia MapmpyTH3aIH y3JI0B H MapIIpyTH3aTOpa I MpoTokosoB [Pv4 u IPv6.

14

YcrpoiictBo Mapmpytuzatopa — Ilpomeccop, mnamsTh, OIepamHoOHHas cHcTeMa. [loAKiIIoYeHHe K
MapIIpyTH3aToOpy 4epe3 pasindHble MOpThl. HacTpolika MCXOMHBIX MapamMeTpoB, MHTEp(EHcoB, MUT03a I0
[YMOJIYaHHIO ¥ PYT'HX XapaKTepPHCTHK MapIIpyTH3aTopa.

15

TpaHCHOPTHBII YPOBeHb

HasnaueHue 1 3aJja4 TPaHCIIOPTHOTO YPOBHSI.

IMynbTUIIIIEKCUPOBaHUE ceaHcoB cBs3U. Onucanue u cpaBHeHue npoTokosoB TCP u UDP — HaznexHOCTh U
MPOM3BOIUTEIHHOCTD, 00JacTh MpuMeHeHms. Anpecanus moptoB u cermeHtamuss TCP u UDP. OOmen
nmanaeiMu 10 TCP. IIponieccer TCP cepsepa. Ycranosnenue TCP-coenuHeHUs U ero 3aBepIIeHue.

16

IMpunnuner  «rpéxcTopoHHero pykomoxaTtus» TCP. Hagéxnocts u  ynpasnenue nortokom TCP A
IMonTBepakIeHHEe MOIYy4YEHUS] CETMEHTOB, MOTEPsl AAHHBIX U IMOBTOPHAs Iepejaya, ynpaBleHHE MOTOKOM.
Ob6men paHHbIME ¢ ucrosszoBanneM UDP. Ilponeccer m 3anpocst UDP-cepsepa, UDP-pararpamwmsl,
nponeccel UDP-kimenra. Ipunoxenust, ucnonssytomue UDP u TCP.

17

IP-agpecamus

Crpykrypa IPv4-anpecos. CeteBas u y3noBas gactb [P-anpeca. [IpeoGpazoBanue anpecoB Mex/ 1y ABOMYHBIM
1 IecsaTepuyHbIM npencTaBieHueM. Macka noaceru [Pv4. CereBoil aapec, aapec y3na u
[IMPOKOBENIATEIbHBIN aapec cetu [Pv4.

18

[TpucBoeHMe y3iIy CTaTHYECKOTO M auHamudeckoro IPv4-aapeca. MHoroaapecHas nepenava. [IyOauunbie u

gactHble [Pv4-anpeca. IPv4-anpeca ciermansHoro Ha3HadeHus. [Ipucsoenne IP-anpecos.
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19

CoBMeCTHOE HCTIOB30BaHUE IPOTOKOIOB IPv4 1 IPv6: nBoiHOM cTeK, TyHHEIHpOBaHHEe, peoOpa3oBaHHeE.
[Tpencrasmenne [Pv6-anpecos. [lpaBuna cokpamenns 3amucu [Pv6-anpecos. MHINBUAYalbHBIH, TPYIIIOBOH,
MPON3BONBHBIN THITEI [PVv6-anpecoB. CTPyKTYpHI IOKAIFHOTO U TII00ATEHOTO HHINBHIYaTbHEIX [PV6-
anpecoB. CraTndeckas ¥ JUHAMHYECKas KOHPUTYpaIiy TI100aIbHOTO HHANBHIyaIbHOTO aapeca. [Ipomecc
EUI-64 u coy4aiiHo creHepupOBaHHbIN HACHTUDHUKATOP HHTEepdeiica.

20

ICMP-cepBucel. Otmmumss  mns  mportokonoB IPv4 m  IPv6. Coobmenms ICMPvI6 «3ampoc
MapuipyTuzaTopy», «OOBsBIEHHE OT MapUIpyTH3aTopa», «3ampoc cocenHero ysna» u «OObsBiIeHHUE
coceHero y3na». TecTHpoBaHHME CETH C TOMOILBIO 3XO0-3alpocoB. TpaccupoBka MapmipyTa. Bpewms
MPOXOXKJCHUS CUTHANA B NpsiMoM M oOpaTHoM HampasieHusx (RTT). Bpems xwusuu (TTL) IPv4 u npenen
nepexonoB IPvo.

21

Pasnenenue IP-cereil Ha moaceru

Cermentanust [P-ceteit. OOMeH naHHBIMM MexAy TojceTsMu. [lmaHupoBaHue aapecaliu B TOJCETSX.
PacueTHbic (hOPMYIIBI JJIs1 CETMEHTAIIMHU CeTH. Pa3OueHne Ha MOJICETH Ha OCHOBE TPEOOBAHUI Y3JIOB U CETEH,
B COOTBETCTBHH C TpeOoBaHUAMH ceTeil. OnpenercHne MacKH MOJCETH.

22

IPasOneHre Ha TOACETH C HCHOJB30BaHWEM Macku mnepemeHHoi mmmHBI (VLSM). BasoBas momems u
Ha3zHaueHHe 010Kk0B aapecoB VLSM. [TnanupoBanue agpecannu cetn. OCOOCHHOCTH MpoeKTHpoBaHus [Pv6-
ceTu. PazObnenne Ha MoJICeTH ¢ MCIOIb30BaHNEM HACHTH(HUKATOpa HHTEpdeiica.

23

'YpoBeHb IPUJIOKEHU I

YPOBEHb NPUIOKEHUM, YPOBEHb IIPEICTABICHUS U CEAHCOBBIM YpPOBEHb. lIpuMmepsl pacnpoCTpaHEHHBIX
npuioxkeHud. [IpoTokosnsl ypoBHs mpunokeHuil. OnnHopanroBeie cetu (P2P). Mopens THma «KIHEHT-
cepBepy.

24

0630p mporoxonoB HTTP, HTTPS, SMTP, POP u IMAP. Cnyx6a nomenneix um€éH (DNS). dopmar
coobmennii u uepapxus DNS. Yrumura «nslookupy. Ciyxx6a DHCP. IIpotokon nepenaun ¢aitmos (FTP).
[MpoTokon obmeHa Omokamu cepBepHBIX coobmeHui (SMB). Konmenmmm «Bceoobemumromuii MHTEpHETY
IBYOD. JlocTaBka JaHHBIX IO KOHBEPT€HTHBIM CETSIM.

25

Co31aHue U HACTPOIKA HeOOIbILIOH KOMIIbIOTEPHOM CeTH
[TnaHupoBaHue U co3JaHNe HEOOIBIIONH KOMITBIOTEPHOI CETH: OIpEIeNICHHE KIIFOUEBBIX (DaKTOPOB, BEIOOD
TOTTOJIOTHHU M CETEBBIX YCTPONCTB, BHIOOP M HACTPOIKA MPOTOKOJIOB, CHCTEMBI a/Ipecalyy.

26

Mepbl 0 0becrniedeHH0 6e301aCHOCTH CEeTH. Y I3BUMOCTH U CETEBbIE aTaky. Pa3Be/bIBaTeNbHbIE aTaKH,
Ataku noctymna, OTka3 B obciayxuBanuu (DoS-ataku). PesepBHoe konupoBaHue, 0OHOBIICHNE M YCTaHOBKA
rcrpaBiieHHH. MexceTeBble SKpaHbl. AyTeHTH(UKAINS, aBTOPU3ALHS U YUET.

27

Bxmouenue nporokxona SSH.
DaiinoBble CUCTEMBI MapUIPyTU3aTOPOB U KOMMYTaTOPOB. Pe3epBHOE KONMMPOBaHHE M BOCCTAHOBIIEHHUE C
MOMOIIBIO TEKCTOBBIX (aiinoB, mpotokona TFTP, USB-nakomurens.

28

BerpoenHsle ciryx0b1 MapripyTH3anuu. [lonaepixka OecripoBOAHBIX MOAKII0YeHHH. HacTpoiika BCTpoeHHOTO|

MapIIpyTH3aTopa.

B mom uucne npakmuuecKux 3aHAMuUIL U 1a00pamopHuix pasom

28
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Co3naHune mpocTon CeTu:

®* VYcTaHOBKa ceaHca KOHCOJH C CETEBBIM 00OPYAOBAaHHEM IPH TOMOIIH IporpaMmMbl TeraTerm;
* Co3gaHHe CETH;

* HacTtpoiika OCHOBHBIX TapaMETPOB KOMMYTATOPA.

*  CocraBneHue KapThl ceTH VIHTEpPHET ¢ MOMOIIBIO YTHIIUT «ping» U «traceroute»

ITpocmoTp ceteBoro Tpaduka ¢ momompko mporpammel Wireshark.

[Moaxmro4eHe KOMIIBIOTEPOB K CETH C TIOMOIIBIO Kabemneid 1 0ecpOBOIHBIX aIalITEPOB:
* OmnpeneneHre CETEBbIX YCTPOWCTB U KAHAIIOB CBSI3H;

*  OOXHUM CeTeBOro Kabes;

* IIpocMOTp IaHHBIX 0 OECIPOBOIHBIX M MPOBOJIHBIX CETEBBIX aJlaNTepax.

W3y4yenue Ethernet-rexnomnoruii:

* IIpocmorp MAC-agpecoB ceTeBBIX yCTPOICTB;

*  U3yuenue kaapoB Ethernet ¢ momousto nporpammel Wireshark;

* IIpocmorp ARP ¢ momoursto nporpammbl Wireshark, narepdeiicoB komanauoit crpoku Windows u 10S;
* Hcnonb3oBanue unTepderica komanaHoi ctpoku 10S ¢ Tabnuamu MAC-agpecoB KOMMyTaTopa.

[TocTpoeHue ceTu Ha 6a3e MapLIPyTU3aTOpa:

* IIpocMmoTp TabmHI MapIIpyTH3ANNH Y3JI0B;

* H3ydenue pu3MUECKHUX XapaKTEPUCTUK MapIIPYTH3ATOPA;

* Co3naHue ceTH, COCTOAIICH U3 KOMMYTaTopa W MapuIpyTH3aTopa.

M3y4eHnue TpaHCIIOPTHOTO YPOBHSI:
* HaGmonenue 3a npomeccoM TpéxcTopoHHero «pykomnosxarus» TCP ¢ momomnrsro mporpammsl Wireshark;

* U3zydenue 3axBaueHHbIX JaHHBIX DNS UDP ¢ nomouisio nporpaMmsl
Wireshark;

* H3yyenue 3axBaueHHbIx naketoB FTP u TFTP ¢ momouisto nporpammbl Wireshark.

Hactpoiika IP-anpecanuu:

* Hcnonb3oBanue kanbkynssTopa Windows B paboTe ¢ CeTEBBIMU aIpecaMH;
*  Kousepramus [Pv4-agpecoB B ABOMUHYIO CUCTEMY CUHCICHHUS;

*  Onpenenenne [Pv4/IPv6-anpecos;

®*  Hactpoiixa [IPv6-agpecoB Ha ceTeBBIX yCTPOHCTBAX;

®* TecTupoBaHUE CETEBOTO IMOAKIIOYCHHS C IIOMOIIBIO KOMAHIT «pingy» u
«traceroute».

Cermenranus [P-cereii:

*  H3ydeHue KaJabKyJIATOPOB MOJICETEH;

® Pacuér noxacereii IPv4;

* Paznenenue ceTeil ¢ pa3IMYHBIMU TOTIOJIOTHSIMU Ha TIOJICETH;

* Pa3paboTka v BHEIpPEHUE CXEMBI aJIpecalliy pa3esiéHHON Ha nojcetu [Pv4-ceTu;
* Pa3paboTka u BHenpeHne cxeMsl ajapecari VLSM.

IP-anpecarus:
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® aHamm3 TpaduKa OJHOAIPECHON Mepeaayn, MUPOKOBEIATEIFHON I MHOTOAAPECHOM PacChUIKM;
®  HacTpoiika agpecanuu [Pvo;

* mposepka anpecanuu [Pv4 u [Pv6;

®  0TpaboTKa KOMIUICKCHBIX MPAKTHUECKUX HABBIKOB.

10

Cermenrarms IP-cereii:

®  OopraHu3auys MOACETH 0 Pa3IMYHBIM CLIEHAPHSM;

® pa3paboTka M BHEApPEHHE CTPYKTYpHI aapecanun VLSM;

®  BHEJpPEHHE CXEMBI aJipecanuy pa3enéHHol Ha nojacetu |IPv6-ceru;
®  0TpaboTKa KOMIUICKCHBIX MPAKTUYECKUX HaBBIKOB.

11

3y4eHue OCHOBHBIX CETEBBIX CITYXKO:

*l3y4yenue ¢pyHkimn ooMeHa (aifaMu MeXIy OZHOPAHTOBBIMH yCTPOHCTBAMH OIIPEAEIICHHUE
npeoOpa3oBanuii PAT;

*zyuenue mpaBui padboter DNS;

*M3yuyenue nporokosa FTP.

12

O6ecneyeHne 6€30II1aCHOCTH CETH:

*  M3ydenue yrpo3 cereBoii 0€30MacHOCTH;

* JlocTyn K ceTeBhIM YCTpOICcTBaM 1o npotokoiay SSH;
* OobecrieueHne 0€30MaCHOCTH CETEBBIX YCTPOHCTB;

13

IAHaJTN3 KOMIIBIOTEPHOHN CETHU U HACTPOMKa MapUIpyTH3aTOpa:

* IIpoBepka 3asepKeK B Iepeadll CeTEBBIX MAKETOB C MOMOIIBIO YTHIIUT «ping» n «traceroute»;

* Hcnonn3oBanue uHTep(heiica komanaHon crpoku (CLI) mis cOopa cBeeHmiA 0 CETEBBIX YCTPOICTBAX;

*  Vmpasienue ¢aiinamu KOHPUTYpaMy MapIIpyTH3aTOpa ¢ MOMOIIBIO IPOTrPaMMBbl SMYJISLIMN TepMUHAIIA

*  Ympasienue Qaitnamu KOHPHUTYpany yCTpoicTB ¢ ucnoip3oBanueMm TFTP, dnem-mamsat u USB-
HaKOIUTENEN

* M3ydenue npouenyp BOCCTAHOBIICHHUS MAPOJICH.

14

[IpoexTupoBaHKEe U CO3AaHUE CETH JUUIsl MAJIOTO NPEANPUATUS — UTOIOBBII IIPOEKT

Tema 1.2. IpuHuunbI
MapIIPYTH3AUH U KOMMYTAIHA

Coodepircanue

64

1

BeeneHnne B KOMMYTHpPYeMble CeTH
O6benuaéHHBIE ceTh. Mepapxus B KOMMyTHpyeMoii ceTu. Posie komMmyTHpyemsix cetei. KommyTupyemas
cpena. lunammdeckoe 3anoiaHeHue Tadimibl MAC-aipecoB KOMMYyTaTopa.

MCTOZH:I MEPECbUIKU HA KOMMYTATOPC. KOMMyTaIII/Iﬂ C IPOMEIKYTOYHBIM XPAaHCHUCM. CxBo3Has KOMMYTalus.
KOMMyTaIII/IOHHLIG JOMCHBEI. CHKeHne IMEPErpys30kK CCTH.

OcCHOBHBIC KOHLICIIIINY U HACTPOIKa KOMMYTAIlUH

(OCHOBHBIE KOHIICTIIINH U HACTPOIKa KOMMyTalud. llepBoHaganpHas HaCTpOifka KOMMYTaTopa
BOCCTaHOBJICHHE TT0ciIe cucTeMHoro cbos. Hactpoiika moctyma ams 6a30BOro yrpaBieHHS KOMMYTaTOpOM C
[Pv4. JlyminexcHas cBs3b. HacTpoiika mopToB KOMMyTaTopa Ha Gu3UIecKoM ypoBHE. DyHKITUSL
ABTOMAaTHUYECKOTO0 omnpeneneHus Tumna kademns (Auto-MDIX). [IpoBepka HacTpoek mopTa KOMMyTaTopa.

[Tonck 1 ycTpaHeHHe NpoOJIeM Ha yPOBHE JOCTYMA K CETH.
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BezonacHocTs KoMMyTaTOpa. 3amumEHHbIH yaanéHusiit noctymn. Hacrpoiika SSH. Pactipoctpanéansie
yTpo3bl Oe3omacHoCTH: TiepenonHenne Tadmusl MAC-anpecos, DHCP-ciryuHT, nconp30BaHue
ysa3BumocTeit mpotokosna CDP, Ataku Telnet u mp.

AynuT U IpaKTUIeCKHe peKOMEHIANNH 110 o0ecIiedeHuio Oe3omacHocT ceTd. besonacHocTs mopra
komMmyTaropa. OrcnexuBanne DHCP coobmennit. @ynknust 6e3onacHocty nopra. Bust 3amuret MAC-
azipecoB. PexxnMebl pearupoBanus Ha HapylieHue Oe3onacHocty. [IpoBepka 1 HacTpoiika moptos. [IpoTokon
ceteBoro Bpemenu (NTP).

Bupryanbnbie nokaabHble ceTH (VLAN)

Bupryansasie nokansasie cetu (VLAN) — kimaccnukans 1 OCHOBHBIE XapaKTepUCTHKH. TpaHKH
BUPTYyalIbHBIX ceTei. KoHTpoub mupokoBenareabHbIx foMeHOB B ceTsix VLAN. Terupopanue kaapoB
Ethernet s unenruduxanuu cetn VLAN.

Certu native VLAN u terupoBanue crangapta 802.1Q. Teruposanue romocooit VLAN. Peanuzaiuu
BUPTYyaJIbHOH JIoKanbHOMU ceTu. Hasnauenue noptos cetsiMm VLAN. HacTpoiika TpaHKOBBIX KaHAJIOB.
ITpoToKoJI AMHAMHYECKOTO CO3/IaHMsl TpaHKoBoro kaHayia (DTP).

[Touck n ycTpaHeHHe HENoaA0K B BUPTYAIbHbBIX JIOKAJIBHBIX CETAX U TPAHKOBBIX KaHanax. [Ipodiemsr ¢ IP-
aapecanueii cetu VLAN. HecoBnameHus pe:kMMOB TPpaHKOBOH CBsi3u. [IpoekTrpoBanue u obecrnedcHue
oe3omacuoct VLAN: hopping, ciiyduHr koMMyTaTopa, ataka ¢ ABOHHBIM TerupoBanuem, Cetb PVLAN
nepumerpa. [IpakTuueckue peKoMeHAAUU 0 MPOESKTUPOBAHUIO BUPTYaJIbHOM JIOKAIbHON CETH.

KoHuenuusi MapmpyTu3anumu

Hactpoiika Mmapuipytuszatopa. MexaHu3Mbl IepechlIKH MakeToB. [loaknoueHne u HacTpoliKa yCTPOICTB.
CBeToanoJHbIE MHAMKATOPBI HA MapLpyTH3aTope. AKTHUBaUus U HacTpoika IP-agpecanuu. [IpoBepka
CBSI3HOCTH ceTel ¢ mpsAMbIM nojkoyenneM. [IpoBepka HacTpoek nHTepgeiica.

10

OunbTpanys BEIXOAHBIX JaHHBIX KoMaH «show». KomMyTamust makeToB Mexay ceTaMu. OyHKuns
KOMMYTalliu MapuipyTuzaropa. MapmpyTtusamus nakeros. Onpeznenenue nyTd. [Iponecc mpuHsaThs
pelIeHns o MmepechlIKe makeros. Beibop ontuMansHoro mytu. [Iporokonsr RIP, OSPF, EIGRP.
Pacnpenenenne Harpy3ku. AIMHHUCTpHpOBaHKE paccTosiHue (AD) M HaJIe)KHOCTh MapuIpyTa.

11

Amnanu3 Tabnui MappyTH3aiK — UICTOYHHK JaHHBIX, IPUHINIB HOPMHUPOBaHNE BO3ZMOKHOCTH
HACTPONKHU. 3amucH TaOJINIBl MapIIPYTU3AINH IS CeTel ¢ IPSAMBIM HOJKITIOUCHUEM. 3a/laHHe CTATHIECKUX
MapuipyToB. [IpoTokossl quHAMU4eckoi MapupyTusanun cereit IPv4 u IPvo6.

11

Mapmpytuzauus me:xkay VLAN

[Mpunnune! padoTts! Mapuipytusanuu Mexxay VLAN. Hacrpoiika mapmpytu3annu Ha 6ase
MaplIpyTH3aTOPOB C HECKOJIBKUMH (PU3NUECKUMHU HHTEpdelicaMu, ¢ NCIIOJIb30BaHUEM KOH(PHUTYpaIUH router-
on-a-stick, uepe3 MHOTOypoBHEBbIH koMMyTaTop. [Ipo0iemsl MapmpyTuzanuu Mexay VLAN.

12

ITpoBepka KoHpHUTypanuu KOMMyTaTOpa U HACTPOEK MapiipyTusaTopa. Hemonaaku B pabote nHTepdeiica.
Ommbku B [P-agpecax n mackax moacetu. Hactpoiika u pabota KoMMyTaIui Ha 3-M YpOBHE.
Mapmpytuzanus mexny VLAN yepe3 BupTyaabHbIe HHTEPEHCH KOMMYTaTOpa, MapIIpyTH3HPyEMBIe
nopTel. Henoagku B HacTpoikax KOMMyTaTopa 3-To ypOBHSL.

13

CraTuyeckasi MapIIpyTH3alus

IIpenmymiecTsa 1 3aJa4u CTATUYECKON MapUIpyTU3auuy. THIIBI CTATHYECKUX MAPIIPYTOB: CTAHJAPTHBIH, MO
YMOIYaHHIO, CyMMapHBbIH, muaBaroimuil. Hactpolika ctatnueckux Mapupytos IPv4 u IPv6. Komanna
«iproute». MapmpyT cienyroniero nepexoja. Hanpsmyro noakiarou€HHbBINH CTaTHYECKUH MapIpyT.
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14

[TonHoCTBIO 3aaHHBIN cTaTHYeCKU MapuIpyT. HacTpolika cTaTHuecKkoro MapipyTa o yMOI4aHHIO.
Knaccosas anpecanms. KimaccoBeie Macku nmoaceTtn. beckiaccoBas mexxnomennas mapmpytuzamus CIDR.
O6peauHeHne MapmpyToB. Opraau3anus cynepcereil.

15

Hcnonp3oBanne Macok nmoacetu ¢pukcuposanHoi amuHb! (FLSM). Macka noacery nmepeMeHHOH TTHHBL
(VLSM). Hactpoiika cyMMapHBIX U INTABAOIINX CTATHIECKUX MapumIpyToB. Pacaér cymmapHOTo Mapmipyra.
O6benunenHue ceTeBhIX aapecoB IPv4 u [Pv6. Tlonck n ycTpaHeHHe HETIONAZ0K B HACTPOUKAX CTATHIECKOTO
MapupyTa ¥ MapLIpyTa [0 YMOIYaHHIO.

16

TunaMmuyeckass Mapmpyrusamnus 8

[TpOTOKOJIBI TMHAMUYCCKON MAPIIPYTH3AIUU — HA3HAYCHHE, TIPUHIIAITBI PA0OTH U HCTOPHSI Pa3BUTHSL.
CpaBHeHHE JUHAMUYCCKON U CTATHYCCKOW MapIipyTu3anuu. [[puHIMITE paboThl MPOTOKOJIOB
MapIIpyTH3AIKU: IYCK MOCe BKIoueHus nutanus, CeteBoe oOHapyxenue, OOMeH TaHHBIMHU
mapmpyTtuzanuy, ObecrieueHre CXOAUMOCTH.

17

Knaccudukanus npotokosnos mapuipytuzamnud. [Iporokosnsl IGP u EGP. [lucTaHIIMOHHO -BEKTOPHEIC
npoTokoiisl RIP, IGRP. IIpotoxois! MapmpyTusanuu o cocrosHuo kanana OSPF u [S-IS. Knaccoslie u
GeckitaccoBbIe TIPOTOKOJIBI MAPIIPYTU3AIMU. XapaKTepUCTUKU U METPUKH MPOTOKOJIOB. JIMHAMIUecKas
JIUCTaHIIMOHHO-BEKTOPHAsI MapUIpyTH3alus. JJuCTaHIIMOHHO-BEKTOPHBINA alropuT™M. MexaHU3MBbl OTIPABKU U
MOJTYYCHHUS TaHHBIX MapIIPYTH3aUH, pacyéTa ONTHMAaIbHBIX MyTeH U 100aBICHUS MapIIPYTOB B TaOIHILY
MapIIpyTU3aIii, 0OHAPYKEHHS U pearnpoBaHMs Ha H3MEHEHHS B TOITOJIOTHH.

18

Hactpotika mporokona RIP: Bkmrouenue RIPv2, oTkimroueHne aBTOMaTHYECKOTO OOBEIIMHEHNUS, HACTPOHKa
MIACCUBHBIX HHTEp(deiicoB, neperada MapuIpyTa o yMmordanuio 1o cetu. Hacrpoiika nporokona RIPng.
IMpouece MapmpyTu3anuu mo coctosiHMIo KaHana. Hello mpoTtokon. maker cocrosuus kanana (LSP).
JlaBuHHas pacchlKa IAKETOB COCTOSIHUS KaHasa. JIaBUHHAs pacchlKa AKETOB COCTOSIHUSI KaHasa.

19

Cosznanue nepeBa kpargaimmx mytei SPF. Jlo6aBnenune mapuipyroB OSPF B Tabnuity MapupyTusanuu.
HenocraTku mpoTOKOJIOB MapIIPyTH3AIMH IO COCTOSIHUIO KaHaa. Tabmuma MapuipyTu3anuy. 3amucH ¢
MPSIMBIM MTOKTFOUCHHEM U YAaNEHHOM ceTr. JnHaMudecku mosydaeMbie Mapuipytel [Pv4/6. TIpomecc
MOKCKa MapIIpyTa.

20

OSPF naa oauHoii o01actu 8
CemeticTBo potokonoB OSPF. Xapakrepuctuku, npuHIATE padoTsl M komnoHeHTH OSPF. OcobeHHOCTH
OSPF st oiHO# 11 HECKOTMBKUX oOnacTeit. MaructpanpHas o6macts. MHKancymsanus coobmenuit OSPF.

21

Tumer maketoB OSPF: maket npusercTus (hello), maker ommcanns 6a3p1 nanupx (DBD), maker 3ampoca
coctostHus kaHana (LSR), maker oOHOBIIeHU coctosHus kaHana (LSU). maket moaTBep K IeHHUsI COCTOSTHAS
kanana (LSAck). OOHoBieHUs cocTosiHus KaHana. Paboune cocrostanst OSPF. Brinenennsiii (DR) n
pe3epBHBIHA BeIIeIeHHbIH MapiipyTuzaTop (BDR). Cuaxponunzamus 6a3 nanusix OSPF. Hacrpoiika OSPFv2
Ut oHOM oOsact. PexxuM koH(UTypannu naeHTHUKaTopsl MapmpyTusaropa. Mcnoiap3oBanne
maTepdetica loopback. Brimrouenne OSPF na untepdeiicax. llabnonnas macka. Komanma «networky.

22

Hactpoiika maccuBHbIX nHTEpPeiicoB. Dopmyna pacuéra metpuku crommoctu OSPF. HacTpoiika 3HaueHnii
MpOTYCKHOM criocoOHocTH nHTEpdeiica. [IpoBepka coceHUX yCTPOUCTB, HACTPOEK MPOTOKOJIA, JTAHHBIX
mporecca u Ipyrux xapakrepuctuk OSPF.

23

Cpasaerne OSPFv2 u OSPFv3. Anpeca tuna link-local. Tomonorus cetu OSPFv3. Hactpoiika
maenTtrukatopa Mapuipyruzaropa OSPFv3. Bxkmrouenne OSPFv3 na untepdeiicax.

24

Cnucku kouTpoJs aocryna (ACL)
Crnucku xoHTposs nocryna (ACL). ITpunmun pa6oter ACLcenuckoB. Tunst ACL-cniuckoB Cisco mist [Pv4.
[TprucBanBanue HoMepoB u MMEH ACL-cnimckam. Pacuér mrabnonnoii Mmacku B ACL-crinckax. Pexomenmanum

15




o co3manunio U pazmenieHn0o ACL-ciimckoB. Pasmerenne crannapTHEIX 1 pacmupeHHbX ACL-ciicKoB.

25

Hacrpoiika crannaptaoro ACL-crincka. [Ipumenenue crannaptHeix ACL-crinckoB Ha HHTEpdeiicax.
ACL-cratucruka. 3amuta moptoB VTY ¢ momomtpio crannaptHoro ACL-criucka IPv4. Ctpykrypa u

ACL-ciuckos.

Kommenrapuu k ACL-crickam. IIpoBepka u peJakTHpOBaHUE CTaHAAPTHBIX HyMepoBaHHBIX ACLcnuckoB.

HacTpoiika pacmpeHHbIXx ACL-ciimckoB mms [Pv4. @umetparus Tpaduka ¢ HCIOIb30BaHAEM PACIIHPEHHBIX

26

IMowuck u ycrpanenune menonanok ACL-cnmckoB. Pactipoctpanénnsie ommbokn ACL-cruckoB. CpaBHEHHE
ACL-crimckoB s IPv4 u IPv6. Hactpotika n mpoBepka ACL-crimckoB mst [IPv6.

27

IIporoxon DHCP

IIpotoxor DHCP. DHCPv4: 6a3oBas onepanwsi, oopMat cooOIICHNUI, COOOMCHNST 00HAPYKCHHS U
npennoxxenus. Hacrpolika, nposepka u perpancisuus npoctoro DHCPv4-cepsepa. Hactpolika
Mapiupytusaropa B kauectBe DHCPv4-knuenta. Hactpoiika mapipytuszaropa knacca SOHO. Tlouck u
yCTpaHeHHUe HemonaIoK B pabore Mapupyruzaropa DHCPv4.

28

IIpotoxosn DHCPv6. ABTOMaTHUYECKast HACTPOWKa ajapeca 6e3 oTcnexkuBanus coctossaus (SLAAC).
[Mpunnun padotst SLAAC ¢ DHCPv6. DHCPvV6 ¢ u 6e3 orcnexxuBanus cocrosinus. [Iporeccst DHCPv6.
Hactpoiika mapmpyrtuzatopa B kauectBe DHCPv6-cepBepa 1 DHCPv6-knuenTa. [louck u yctpaHeHue
HenoJnazok B pabote DHCPv6.

29

IIpeodpa3oBanue cereBbIX agpecoB IPv4 6

[TpeoOpazoBanue cereBbix anpecoB IPv4. KonuenryansHoe npeodpazoBanue ceteBbix anpecoB (NAT).
Tepmunomnorust u npuHIUIEl pabotel NAT. IIpoctpancTBo wacTHbIX [PVv4-anpecos. CtaTuueckoe U
nuHaMHYecKoe npeodpa3oBanue ceTeBhIX anapecoB (NAT).

30

[TpeobpazoBanne anpecos moptoB (PAT). CpaBuerne NAT u PAT. [Ipeumymiectsa u Hegoctatku NAT.
AHanmm3 cratmdeckoro npeodpaszoBarmst NAT. [puanum padoTs! auHammdeckoro NAT

31

Hactpoiika u mpoepka NAT, PAT. [lepeanpecauus nopros. Hacrtpoiika NAT u nporokona [Pv6.
IMownck u ycTpaneHne Hermonaaok B padote NAT.

\B mom uucne npakmuueckux 3aHAmuil u 1a60pamopHsix paoom

30

1

HacTpoiika koMmmyTaropa:
* ba3oBas HacTpoiika KOMMYTaTopa;
* Hacrpoiika mapameTpoB 6€30I1aCHOCTH KOMMYTaTopa.

HacTtpoiika 6e30macHOCTH KOMMYTaTopa:
*  Hactpoiixa npotokona SSH;
*  Hacrpoiikadynkuuu Switch Port Security;

* Tlowck ¥ yCTpaHCHHE HEMOJIAA0K B CHCTEME O€30IIaCHOCTH ITOPTOB KOMMYTATOPA,
OTpaboTKa KOMIUIEKCHBIX IPAKTHYECKUX HABBIKOB.

Kondurypamus cereit VLAN:

*  Kondurypamnus cereit VLAN 1 TpaHKOBBIX KaHAJIOB,

* Ilomck u ycTtpaHeHue Hemoyaaok B KoHpurypanuun VLAN;
*  Peammsaunus cucrembl 0e3omacHoctu cetd VLAN;

*  Peammsanus cereit VLAN 11t cerMeHTaIMK CETEH MPEANPHUATHN MAJIOTO B CPETHET0 OM3Heca.
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HacTpolika Mmapupytuzaropa:

M Hcnonp3oBanne KoMaHbI traceroute It 06Hapy>1<eHI/1;1 CETH,;
®*  JIOKyMEHTHpPOBaHHE CETH;

®*  Hactpoiixa uarepdeiicos IPv4 u IPvo6;

®*  Hactpoiika u mpoBepka HeOOIBIION CETH;
VccaenoBaHue MapIIPYTOB C MPSMBIM MTOJKIIOYEHUEM.

5  |[Hacrtpoiika MapmpyTH3amuu:
* Cocrasnenue cxeMmsl cetu MHTepHET;
* Hacrpoiika 6a30BbIX TapaMeTpOB MapIIPyTU3aTOpa C MOMOIIBI0 HHTepdelica komanHOH ctpoku (CLI)
cucremsl Cisco I0S;
®* Hactpoiixa 6a30BbIX MapaMeTpoB MapipyTu3aTopa ¢ nomoiuso CCP.
6  Mapupyruzanus mexny VLAN:
* Hacrpoiika mapupyruzanuu mexxay VLAN muist kaxaoro uHrepdeiica;
*  Hactpoiixa mapmpytuzarun Mexaxy VLAN Ha ocHoBe crannapra 802.1Q u TpaHKOBOTIO KaHaa,
* Ilouck U ycTpaHEHHE HETONAJOK B MaplIpyTH3auuu Mexxay cetsiMu VLAN.
7 |Hactpotika cTaTHUeCKOM MapIIpyTH3AIIH:
®* Hactpoiika ctatnaeckux MapupytoB [Pv4/IPv6 mo ymonuanmro;
* Paspabotka u peanmzanus cxemsl anpecarnyn [Pv4 ¢ ncronszoBanneM VLSM;
*  Pacuér cymmapHbix MapupyTtoB IPv4 u IPv6;
* Ilowuck M ycTpaHEHHE HENONAJ0K cTaThdecKux MapupytoB IPv4 u IPvé6.
8  |Hacrtpoiika nuHAMITYECKON MapIIPYTH3AIHH:
*lccrnenoBanue CXOIMMOCTH;
*CpaBHEHHE METOJIOB BBIOOpA MyTH B IpoTokosax RIP.
9  [Hacrpoiika mporokosnos RIPv2 u RIPng.
10 [Hacrpoiika npotokonoB OSPF:
*HacTpoiika 6a3oBoro mpotokona OSPFv2 mis ogHO#M o0macTw;
*bas3oBas HacTpoiika npotokona OSPFv3 s oxHol o6sacTh.
11 |M3yueHune MexaHU3MOB PaOOTHI CO CIIMCKaMHU KOHTPOJISA AOCTYyIA:
* Harmaanaoe npencraBnenue padoter ACL-crvcka;
*  Hactpoiixa ctangaptasix ACL-cniuckos;
*  Hactpoiixa ctangapTabix uMeHOBaHHBIX ACL-criuckos;
* Hacrpoiika ACL-cniucka st munuit VTY;
*  Hactpoiika pacmmpennsix ACL-CIHCKOB AJIs pa3aUYHBIX CLIEHAPHEB;
* Ilouck u ycTpaHeHHe Hemoyaaok B pabote ACL-cruckoB;
*  Hactpoiixa ACL-criuckos IPv6;
*  OtpaboTKa KOMIUIEKCHBIX IPAKTHYECKUX HABBIKOB.
12 |Hacrtpoiika ACL-crinckos:

* Hactpoiika u mpoBepka crangapTHbix ACL-criickos;

®* Hacrtpoiika u npoBepka orpannuennii VI'Y;
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®*  Hactpoiika u mpoBepka pacmmpeHHbIX ACL-cruckos;
* Ilomck u ycTpaHeHHE HETONAA0K B HacTpoiike u pa3menieann ACL-
CIIHCKOB;
®* Hactpoiika n mpoBepka ACL-cimckoB ams IPv6.
13 |[M3yuenme nporoxosoB DHCP: 2
* bBasosas Hactpoiika DHCPv4 Ha mapmpyTtusarope;
*  bBasosas Hactpoitka DHCPv4 Ha KOMMyTaTOpE;
* TIlouck u yctpanenue Henonaaok B pabore DHCPv4;
*  Hactpoiika cepsepa DHCPvV6 0e3 oTciieKMBaHUS COCTOSHUS U C OTCICKUBAHIEM COCTOSHUS,
* Ilouck u ycrpanenue Henonaaok B pabore DHCPv6.
*  Hactpoiixa npotoxona DHCP ¢ momomsio komana Cisco 10S;
*  OtpaboTKa KOMILUIEKCHBIX IPAKTHYECKUX HABBIKOB.
14  |[IpeoOpa3zoBaHKe CETEBBIX aJPECOB: 2
*  U3yuenue npuHnuna padboter NAT;
* Hacrtpoiika cratnyeckoro u quHamuueckoro NAT;
*  Peamm3zanmsa cratudeckoro u nuHamMudeckoro NAT;
* Hacrpoiika nepeaxpecanny mopToB Ha MapmpyTtuzatope Linksys;
* IIpoBepka, MOWCK M yCTpaHEHUE HEMOMa 0K KoHpuryparwmii NAT;
*  OtpaboTKa KOMIIEKCHBIX IPAKTHIECKUX HABBIKOB.
15 [M3yuenue pabotsl ¢ NAT u PAT: 2
* Hactpoiika nuHamudeckoro u ctatuueckoro NAT;
®* Hactpoiixa NAT-nyna ¢ neperpyskoit u PAT;
* Ilouck u ycrpanenue Henosiaiok KoHdurypanuii NAT.
Pasznen 2. Opranusaunus,
NPUHIUILI HOCTPOCHUSA U
(GyHKUMOHMPOBAHUSA
KOMIIbIOTEPHBIX ceTei
M/IK.01.02. Opranusanus, 260
NPUHIUILI MOCTPOCHHUS U
(yHKUMOHNPOBAHUSA
KOMIIbIOTEPHBIX ceTei
Tema 2.1. Mappyruzauus u Cooeporcanue 76
KOMI‘“‘YTaH“ﬂ- MacmrabupoBanue || BBenenune B MacumiTabupoBanue cereiiPeannsanus npoekTa CeTu. 2
cerent 2 [[IpoexT uepapXuuecKoi ceTu. 2
3 |Pacmmpenue ceTH. 2
4 [Be6op cereBbIx ycTpoiicTB. KomMmyTanmonHoe 000py0BaHHeE. 2
5 MapuipyTuzaTopsl. YpaBlsioiie yCTpOCTBa. 2
6  [U36bTounocTs LANIIonsTHS poTOKOIa spanning-tree. [IpeHa3HaueHne npoTokosia spanning-tree. 2
[Mpuammn padbotsr STP.
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7 [Tumsl mpotokonoB STP. 2
8  [Hacrtpotika mporokomna STP. 2
9  |Hacrtpoiika PVST+. Hactpoiika Rapid PVST+. 2
10 |[Ipobnems HacTpoiiku STP. 2
11 |ArperupoBanmne kKaHaJ0oBOCHOBHbIE IOHSTHUS arperHpOBaHUs KaHAIOB. ArperupoBaHue KaHaJIoB. 2
12 |[Ipuauun pabots! EtherChannel. 2
13 [Hacrpoiika arperupoBaHus KaHAJIOB. 2
14 [Hacrpoiika EtherChannel. 2
15 [[IpoBepka, MowCK U ycTpaHeHHe Hemonaaok B padote EtherChannel 2
16 |becmpoBoaHBIE JJOKAJIbHBIE ceTHKOHIICTIINN OSCIPOBOIHOM CBA3U. BBeeHHE B OECIIPOBOIHYIO CBA3b. 2
17 |[KommonenTts! cereit WLAN. Tononoruu cereit WLAN 802.11. 2
18 [[IpuHIMIEI paboTHI OECTIPOBOIHON JIOKAIBHOU ceT. CTpykTypa Kaapa 802.11. 2
19 |®yHKIMOHMpPOBaHUE OECIPOBOIHOM CBSI3U. YIIpaBICHUE KaHAJIaMU. 2
20 |besomacHOCTH OECTIPOBOIHBIX JIOKANBHBIX ceTei. YTpossl mst cereid WLAN. 2
21 |O6ecneuenue 6e3omacaoctn WLAN. 2
22 |Hactpotika OecripoBOJHBIX JIOKANBHBIX ceTeil. HacTpoiika 6ecripoBogHOTO MapmpyTu3aTopa. Hactpoiika 2
6ecipOBOTHBIX KIIMEHTOB.
23 [[owck m ycTpaHeHHe Hemonaaok B padote cereit WLAN. 2
24 |Hacrpoiika u ycrpaHeHue Henosajaok B paGore OSPF mist oxHoii 061acTu 2
IPacimupenssie mapamerpsl npotokona OSPF s oxgHoit obmactu.
25 [MapmpyTru3aims Ha YpoBHIX pacnpenenenus u sapa. OSPF B ceTsx ¢ MHOKECTBEHHBIM JIOCTYIIOM. 2
26 |[PactpocrpaHeHme MapipyTa o yMoindaHuto. TouHast HacTpoiika uaTepdericos OSPF. 2
27 Bamwura OSPF. 2
28 [Ycrpanenue Hemoaamok peanusaiuu npotokosa OSPF mis omHO#M obmacTw. 2
29 |CocraBnsromue MpoIeaypsl MOUCKa M YCTPaHEeHUs Hermonaaok B padote OSPF nns oxHoit obmactu. 2
30 [[Mowmck u ycTpaHeHue Hemonanok B MapmpyTtuzanuu OSPFv2 mis ogHo# obmactu. 2
31 [[owuck u ycrpanenue Henoianok B8 OSPFv3 s oo obmactu 2
32 |OSPF nas Heckoabkux odaacreiilIpuaiun padorel OSPF st Heckobknx obnacTei. 2
33 |Hasnauenue OSPF mig HECKOJIBKHMX 00IacTEMN. 2
34  [[Ipunimn padots! naketoB LSA B OSPF niist Heckonbkux odsactei. 2
35  [Tabnuua maprpyruzanuu u THIsl MapmpytoB OSPF. 2
36 |Hactpoiika OSPF niist Heckonbkux obnacteii. 2
37 |00benunenue mapuipyroB OSPF. 2
38 [[IpoBepka OSPF i HeckoIbKHX 001acTel. 2
\B mom uucne npakmuueckux 3aHAMUIL 1 1a60pamopHvx padom 44
1 [Pa3BepreIBanHE KOMMYTHPYEMOI CETH C pe3ePBHBIMH KAHAIAMH 2
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2  Hacrpoiika Rapid PVST 2
3  Hactpoiika PortFastu BPDU Guard 2
4 |Hactpoiika npotokosa GLBP 2
5  |OnpexneneHne THITOBBIX OMHOOK KoHGUTryparuu STP 2
6  |[Hacrtpotika EtherChannel 2
7 IMouck Henonanok B pagore EtherChannel 2
8  |[Ycrpanenue Henonanok B pabore EtherChannel 2
9  |ArpermpoBaHne KaHaJIOB 2
10 |Hacrpoiika 6ecipoBoJHOr0 MapuIpyTH3aTOpa 2
11 |[Hacrpoiika 6eCipOBOZHOTO KIMECHTA 2
12 [Hacrpoiika 6a3zoBoro nporokona OSPFv2 nns oxHoit o0macTi 2
13 [Hacrpoiika OSPFv2 B ceTn MHOKECTBEHHOTO JTOCTYTIA 2
14 |Hacrpoiika pacmupeHHbIX QyHKmid OSPFv2 2
15 [[lowmck u ycTpaHeHHE HENMOIa0K B pabote 0cHOBHBEIX MpoTokoJ0B OSPFv2 u OSPFv3 nns ogHoit o61acti 2
16 [[lomck m ycTpaHEeHHE HEMOIAJOK B paboTe yCcOoBepIIeHCTBOBAaHHOTO npoTokona OSPFv2 mis omHOM oOmacTu 2
17 |BiajieHHe HAaBBIKAMH MOMCKA HenoJiaaoK B padore OSPF 2
18 |BnageHne HaBBIKAMH YCTpaHEHHUS Hemonaaok B pabote OSPF 2
19 [Hacrpoiika OSPFv2 ans Heckombkux obmacteit 2
20 [Hactpotika OSPFv3 mis HecKoIbKHX obnacTel 2
21 |[Mouck u ycTpaHeHue Henosiaok B padore OSPFv2 juist HeckoJIbKHX 06JiacTei 2
22 [[owck u ycrpaHeHue Henonanok B padote OSPFv3 st HeCKoIbKUX o0nacTei 2
Tema 2.2. CoeqnHeHHneE CeTeN. Cooepocanue 72
1 |[MoakiwouyeHue K rjodanbHoii ceTuO030p TEXHONOTHIA TJI00anbHOM ceTu. Llens co3manus riiodambHbIX 2
ceteit. [TpuHin paboTs! rmobansHON ceTH. BpiOop TexHOIOTHN TTI00aTHHON CETH.
2  |CepBuchI 11100AILHOM CETH. 2
3 [MHpacTpyKTYphl YACTHBIX INIOOAIBHBIX CETEH. 2
4 [MuadpactpykTypa 001e0CTyTHON T7100aIbHON CETH. 2
5  [BeiO0p cepBUCOB IN106ATBHOM CETH. 2
6 |CoenmHeHHEe «TOYKA-TOYKA»O030p MOCICIOBATEIILHOTO COSTUHEHUS «TOYKA-TOUKay. CBsI3b 10 2
nmocienoBarensHoMy KaHany. Makancymsaimst HDLC.
7 [[punmun padotsr mpoTokona PPP. [Ipenmymectsa npotokosia PPP. 2
8  |LCP u NCP. Ceancsr PPP. 2
O  |Hactpoiika nporokomna PPP. Ayrentudukanns PPP. 2
10 |Ornanka coenuuennii WAN. 2
11 |Omiaaka PPP. 2
12 [PemeHusi HIMPOKOMOJOCHOTO HocTynay ganéunas padora. [Ipeumymiectsa yaanéuuoi padborel. busnec- 2
TpeboBaHus ISl YAaJIEHHBIX pAOOTHHKOB.
13 (CpaBHEHHE pPELICHHUI IUPOKOMOIOCHOTO qocTymna. Kadems. DSL. 2
14 |becripoBoIHBIE MIMPOKONOJIOCHBIE CETH. BBIOOD peleHnii IIMpOKONOI0CHOTO A0CTYTIA. 2
15 |Hacrpoiika noaxmouenuii xDSL. 2
16 |O630p PPPOE. 2
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https://static-course-assets.s3.amazonaws.com/CN503/ru/index.html#3.2.3
https://static-course-assets.s3.amazonaws.com/CN503/ru/index.html#3.3
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https://static-course-assets.s3.amazonaws.com/CN503/ru/index.html#3.4.1
https://static-course-assets.s3.amazonaws.com/CN503/ru/index.html#6.1
https://static-course-assets.s3.amazonaws.com/CN503/ru/index.html#6.1.1
https://static-course-assets.s3.amazonaws.com/CN503/ru/index.html#6.1.2
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https://static-course-assets.s3.amazonaws.com/CN503/ru/index.html#6.2
https://static-course-assets.s3.amazonaws.com/CN503/ru/index.html#6.2.1
https://static-course-assets.s3.amazonaws.com/CN503/ru/index.html#6.2.2
https://static-course-assets.s3.amazonaws.com/CN503/ru/index.html#6.2.3
https://static-course-assets.s3.amazonaws.com/CN503/ru/index.html#6.2.4
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17 [Hacrpoiika PPPoE. 2
18 PBamura mexpuananasuoii cBa3uCern VPN. Ocuossl ceteit VPN. Tumer ceterr VPN. 2
19 (Tynnenu GRE mexny oobextamu. OcHoBel GRE. 2
20 |Hactpoiika Tynneneii GRE. 2
21 |O6umwe cenenus o6 [Psec. 3amura npotokona IP. 2
22  |Ctpykrypa mpotokoina [Psec. 2
23 [Ynmanéuusiii nocryn. Pemenus VPN mns yaanénsnoro gocryma. 2
24 |Ceru VPN ynanéunoro nocryna ¢ ucronb3oBanueM [Psec. 2
25 Mounutopunr CeruSyslog. [Tpuniun pabotst Syslog. 2
26 [Hactpotika Syslog. 2
27 |SNMP. punmun padoter SNMP. Hactpoiika SNMP. 2
28 |NetFlow. ITpunuun pa6otst NetFlow. Hactpoiika NetFlow. 2
29 [[Iposepka mojeneii Tpaduxa. 2
30 |Otaagka ceru [lonck u ycTpaHeHHE HEIIOIAO0K C UCITIOJIB30BAHIEM CHCTEMHOTO MOIX0a. 2
31 |[[lokyMeHTamus 1o CEeTH. 2
32 [[Iporemypa mowcka U yCTpaHSHHUs HEMOIAA0K. V30 siius mpo0IeMbl ¢ TOMOIIBI0 MHOTOYPOBHEBBIX MO/ICIICH . 2
33 |Ornazka ceTu. 2
34 |CpencTBa MOMCKa U YCTPAHCHUS HETOJIAIOK. 2
35  |CUMOTOMBI U IPUYUHBI OTJIAIKH CETH. 2
36 [[lowck u ycTpaHEHHE HEIONAIOK CBSI3H B ceTsx IP. 2
\B mom uucne npakmuuecKux 3aHAmuil u 1a60pamopHuix padom 26
1  |Hacrpoiika 6a3oBoro PPP c ayrentudukarpei 2
2  |Otnaaka 6a3oBoro PPP ¢ ayrentudukarueit 2
3 |[[Ipoepka PPP 2
4 Hactpoiika mapmpytuzaropa B kadectse kineHta PPPoE mist moakmrouenus DSL 2
5  |Hactpoiika TynHenss VPN GRE no cxeme «Touka-To4ka» 2
6 |Pa3paboTka TEXHMYECKOro 0OCIYKUBAHHS CETH 2
7  Hacrtpotika Syslog u NTP 2
8 M3ydyeHne mporpaMMHOTO OOeCTIeueHHs It MOHUTOPUHTA CETH 2
9  [Hacrpoiika SNMP 2
10 (Coop u anaam3 maHHbx NetFlow 2
11 |[MecTpyMeHTapuii CETEBOr0 aAMHHUCTPATOpa JJIsl HAOIIOICHNUS 2
12 |C6oii B pabote cetn 2
13 |Pa3paboTka JOKyMEHTAIUH 2

TemaTnka KypcoBbIX padoT:

1. BozmoxHoCTh co3manust JIBC Ha 6a3e TepMHUHAIOB 2. AHAIN3 METOAOB M CPEJCTB YAAJIEHHOTO JOCTYIa B KOMIBIOTEPHBIX ceTax 3. M3ydenue

CETEBBIX IIPOTOKOJIOB M CTAaHAAPTOB, MPUMEHSIoMuUXcs pu co3nanuu VPN 4. CpaBHeHHE METOI0B yIaJIEHHOTO JIOCTYTIA ¢ Hcnoiab3oBanneM VNC mumm 30

TeamViewer 5. CpaBHeHHE 0ECITPOBOAHBIX CETEH OTKPBITOTO JOCTYIA U ceTel hotspot 6. [locTpoeHue BEIYUCINUTENBHON ceTn Ha ocHOBe VLAN 7.
TIpoexTupoBanmne Wi-Fi cetn n3 1Byx u 6osee poyrepoB 8. DddexruBHOCTL DyHKIIMOHUpOBaHHS KOMIBbIOTEpHBIX ceTert (KC) n myTH ee moBhIICHUS B
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https://static-course-assets.s3.amazonaws.com/CN503/ru/index.html#8.3.2
https://static-course-assets.s3.amazonaws.com/CN503/ru/index.html#8.3.3
https://static-course-assets.s3.amazonaws.com/CN503/ru/index.html#9.1
https://static-course-assets.s3.amazonaws.com/CN503/ru/index.html#9.1.1
https://static-course-assets.s3.amazonaws.com/CN503/ru/index.html#9.1.2
https://static-course-assets.s3.amazonaws.com/CN503/ru/index.html#9.1.3
https://static-course-assets.s3.amazonaws.com/CN503/ru/index.html#9.2
https://static-course-assets.s3.amazonaws.com/CN503/ru/index.html#9.2.1
https://static-course-assets.s3.amazonaws.com/CN503/ru/index.html#9.2.2
https://static-course-assets.s3.amazonaws.com/CN503/ru/index.html#9.2.3

KoMmmaHuu 9. Opranmsanys 1 GyHKIIMOHIPOBAHNE BHPTYAIBHBIX KOMIBIOTEpHBIX ceTei 10. M3ydenune texnomornu MPLS 11. 3amuTa KoMIbIOTEpOB
JIBC npu momonu Firewall 12. Texaugeckne BO3MOKHOCTH KOMMyTaTOpoB (upMel Cisco 13. Pa3paboTka mpoekTa KOMIBIOTEPHOI ceTH Ha 0aze
OecripoBoIHBIX TexHONOTHH 14. HacTpoiika TOHKOTO KIIMEHTa AJIs opraHu3anny padodero mecra 15. Oprannzanus v GyHKIHOHAPOBAHHE CPEACTB
nepeady JaHHBIX B KOMIIBIOTEPHBIX ceTsiX 16. Omucanne METO0B M CPE/ICTB 3aIINTHI JaHHBIX B KOMITBIOTEPHBIX ceTsx 17. [loctpoenue
KOpITopaTHBHOM ceTr Ha ocHOBe FrameRelay 18. MoxeMsl, X mpuMeHeHNE B KOMIIBIOTEPHBIX ceTsAX 19. [IpoekT mpoxiraaki JOKaIbHOH CeTH B )KHIOM
3pannn 20. OTKa30yCTOWYHBOE COSNMHEHNE MHTEPHET TSI KOMIBbIOTepHOTO Kiry0a 2 1. Anami3 npukinagasix cepsrcoB INTERNET 22. TIpoekt
JIOKJILHOH BBIYMCIIMTENBLHOM ceTn yuaeOHoro 3aBeaeHus 23. Opranu3zanus OecrpoBOIHON ceTH B opranuzanuu 24. M3yueHne apXuTeKkTypbl
komMyTatopoB Cisco 25. bopbba ¢ 60T ceTsiMU METOOM IepexBara yIpasiieHus: cpeacTBamu Linux 26. JlnarHocTHKa JTIOKaJIbHBIX BHIYMCIUTEIBHBIX
cereil cpeacTBamu Linux 27. Opranuzanys yIaJeHHOTO JOCTyIa K KOMIBIOTEPY U CepBEpy

TeMaTnka caMoCTOATEIbHOMH y4eOHON padoThI:

1. [ToaroToBKa Nnpe3eHTaIHiI

2. IloaroroBka pedepaTos.

3. [loaroToBKa K 1a60paTOpPHBIM M MPAKTHIECKMM PaBoTaM ¢ MCTIONb30BaHHEM METOAMUECKHX PEKOMEHIAIMI TIpernoaBaTens, ohopMIeHHe
71a00PaTOPHO-TIPAKTHIECKUX paboT, OTYETOB M MOArOTOBKA K MX 3alIHTE.
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Y4yeOHast npakTuka B popmMe NpakTHYECKOH MOATOTOBKHU

Ilepeyens pador:

AJMUHHUCTPHPOBAHHE CEPBEPOB M paO0OUNX CTAHIINH

Opranu3anus 10CTyna K JOKalIbHBIM ceTIM U MIHTepHeTy.

YcTaHOBKA U CONIPOBOXKACHUE CETEBBIX CEPBHUCOB.

Pacuér croumocTH ceTeBoro 000pyA0BaHuUs U IPOrPaMMHOTO 00ecTIeeHHSI.

C060p faHHBIX JUIs aHANIU3a UCIOJIb30BaHUS IPOrPAMMHO-TEXHHYECKUX CPEJICTB KOMITBIOTEPHBIX CETEH.
ObecnieueHne ceTeBoi 0€30TaCHOCTH

ok wnE

108

IIpousBoacTBeHHasi NpaKTHKa (10 NPOQUIIIO ClIeNHaJLHOCTH) B (hopMe NpaKTHYeCKOH MOAT0TOBKH
Ilepeuens padot:

Ycranorka xmeHTcknx OC Ha paboune CTaHIH

VYcranoBka cepBepHbIx OC Ha pabodne cTaHIHA

YcraHoBKa HEOOXOJMMOT0 TIPOrPaMMHOT0O OOEcCTIeYeHHs Ha cepBepa U paboyne CTaHIUH
Konpurypuposanue web-cepepa

3amyck, repesarnyck 1 OCTaHOB cepBepa

XOCTHHT HECKOJIBKMX Web-y3II0B

Junamndeckue web-cTpaHHIBI

B3anmopeticTBue ¢ 6a3aMu JaHHBIX

YcranoBka Opanamayspa

0. /lmarHocTHKa 1 MOHHTOPHHT CEPBEPOB M PA0OYMX CTAHIIUI

1. PesepBupoBaHue JaHHBIX

12. VYcranoBka u KOHQHUTIYpUPOBAaHUE CPEICTBAIMUHICTPUPOBAHUS JOMEHA

13. Co3naHue y4eTHBIX 3aIUcel MoJIb30BaTENs

14. Coznanue rpynm

15. VmpaBieHue 4JIeHCTBOM B IpyIIie

16. OcHOBHBIE IPUHIMITEI MAPIIPYTHU3ALNT

17. Opranms3anus AOCTyIa K CETSIM IT0 OECTIPOBOTHOMY COETMHEHHUIO

18. Opranmzanms K3IMHAPYIOIIETO Proxy-cepeepa

RBBYwooNoORwNE

144
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19.
20.
21.
22,
23.
24,
25.
26.
27.
28.
29.
30.
31.
32.
33.
34.
35.
36.

ObecnieueHne 3alIUTH IPH JOCTYIIE K TIIOOATBHBIM CETSIM

MeTo/ibl pe3epBHOTO KOIIMPOBAHMUS TAHHBIX

Crioco0b1 apXUBHUPOBAHUS M PE3EPBUPOBAHIS JTaHHBIX

MeTo/ibl M CPE/ICTBA MOMCKA M YCTPAHESHHSI HEMOIa[0K

[Mowuck 1 ycTpaHeHHe HEOIa0K Ha PA3IMYHBIX YPOBHIX MOJIEIH OSi

MOHUTOPUHT AEUCTBUN NOJIB30BATENS B CHCTEME TI0 UX UCIIPABIICHUIO.

CBoeBpeMEHHOE OOHOBIIEHHE ITPOTPAMMHBIX ITPOTYKTOB
MOHHUTOPHHT ceTn

PazpaboTka npeaokeHui 1o pa3BUTHIO CETEBOW HHPPACTPYKTYPEI
Hcnonp3oBaHKe IPOTOKOJIOB ipsec

Kondurypuposanue mudpyromeit ¢aitioBoii cucteMsl
AyTteHTU(UKALMS C TOMOLIBIO CiTy)ObI radius

Pucku BTOp>KEHUH B CETh

HcrouHuKH BTOP>KEHUH B CETh

MeToap! aTak

[Inuonckoe 1O

OTka3 B 00cIyKNBaHUU

Benenust xypHaIMpoBaHHs IPON3BEICHHBIX JEHCTBHI

[IpomeskyTouHasi arrecTanuu( dk3aMeH (KBaJIupUKaALNOHHBbIH))

12

Bcero

720
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4. YCJIOBUS PEAJIM3ALIMU ITPOT'PAMMBI [TPO®ECCUOHAJILHOTO
MOJIYJIS

4.1. TpeGoBaHUS K MUHUMAJIHFHOMY MaTEPHATBHO-TEXHUIECKOMY 00CCIICUCHHIO
Jlaboparopus «OpraHu3aiiiy U MPUHIIMIIOB TOCTPOCHUS KOMITBIOTEPHBIX
CHCTEM», OCHAIIICHHAs: HEOOXOIUMBIM TSI pEaTU3AIMH TPOTPaMMBbI YIeOHO
TUCIUTUTAHBI 000PYA0BaHUEM:

— 12-15 xommbroTepoB oOyyaromuxcs U 1 KommeroTep(anmnapatHoe obecnedeHue:
HE MEHee 2 CeTeBhIX IuIaT, mporeccop He HmkeCore 13, omepatuBHAs MaMATh
oosemoMm He Menee 8 ['6; HD 500 Gb wmbonpiie mporpaMMHOe oOecrieueHue:
oneparonnsie cuctreMbl Windows,UNIX, makeT oduCHBIX mporpamm, Maker
CAIIP);

— TunoBol cocTaB I MOHTaXa W  HaNAJKd KOMIBIOTEPHOW  CETH:
KaOeIMpa3IMYHOro TUIA, 00’)KUMHON MHCTPYMEHT, KOHHEKTOpHI RJ-45, Tectepsl
JUISIKa0eIs1, KpOCC-HOXKH, KPOCC-TIaHEIH;

— Tlpumep mpoeKTHOM JOKyMEHTAIUY;

— HeobxonuMoe THUIIEH3MOHHOE MPOTPaMMHOE OOecTieueHHUEaIMHUHUCTPUPOBAHUS
ceTell m obecrieucHus ee 0€30MacHOCTH;

— Cepsep B mabopaTopuu (anmapaTHoe 0OeCIieUeHUE: He MEHEE 2 CETEeBbIX AT, 3-X
AJIEpHBIN Tporieccop ¢ yactoroit He meHee 3 [T, oneparnBHast TaMATbOOBEMOM
He MeHee 16 10, sxecTkue qucku oOmuM o0beMoM He MeHee 2 TO,mporpammHoe
obecnieuenue: WindowsServer 2012 unu Oojee HoOBas BEpCHS,JIMIICH3MOHHBIC
AHTUBUPYCHBIC  MPOTpaMMbl,  JIMIIEH3UOHHBIE  IPOTPAMMBIBOCCTAHOBJICHHUS
JAHHBIX, JIMIICH3UOHHBIN MTPOTPaAMMBI 110 BUPTYaJU3aIIIH. )

— HHTepakTuBHAs 1OCKa

— MapmpyTu3aTopsl ¥ KOMMYTaTOPBI

— TEJIEeKOMMYHHKAIIMOHHAS CTOMKa (maccwn, CETEeBOM bunbTp,
UCTOYHUKHOECTIepeOOHOTO MUTAHMUS );

— OecnpoBoaHble Mapuipytuzatopa Linksys (mpeamoututensHo cepun  EA
2700,3500, 4500) nnu ananoruynslie ycrporictea SOHO

— [P renedons

— TlporpammHo-anmapaTHbI€ ITHO3bI 0€30MaCHOCTH

— Kowmmnstotrep mis maboparopusix 3ansatuit ¢ OC MicrosoftWindowsServer,Linux
U CUCTEMaMH BUPTYyaJIM3aIluu

Crynus [IpoekTupoBaHus U [u3aiiHa CETEBBIX APXUTEKTYP U UHKEHEPHOU
rpaduKu, OCHAIIICHHAs! B COOTBETCTBUMU:

— ABTomaTu3upoBaHHBIE paboure Mecta Ha 12-15  oOywaromuxcs ¢
koH(purypanueit: Core i3 wim aHanmor, AUCKpPETHas BUAeokapTa, He MeHeeS8GB
O3V, onun win 1Ba MOHUTOpA 23", MBIIIb, KJIABUATYPA;

— ABTOoMaTH3MpOBaHHOE pabouee MeCTo TpemnojaaBaTens ¢ KoHpurypanueii: Core
15 win aHayor, JUcKpeTHas Bujeokapta, He MeHee 8GB O3V, onunH unuasa
MOHHTOpA 23", MBIIIb, KJIIABUATYPA;

— Creunanu3upoBaHHasi SPrOHOMHUYHASE MeOETb AJ1 pabOThI 32 KOMITBIOTEPOM;

—  OducHsiil MmosbbepT (haumuapr);
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IIpoexTop u 3KkpaH;

— MapkepHas n0cka,;

— IlpunTep A3, uBETHOM;

— IIporpammuoe obGecrnieuenune o0mero u mpoheccCuoOHaITbHOTO Ha3HAYCHUS

4.2. UudopmarmorHoe obecrieueHne 00ydeHus
[lepeuenr pexoMeHIyeMbIX y4eOHBIX U3gaHuil, VHTEepHET-pecypcos,
JOTIOJTHUTENIBHON JTUTEPATYPhI

OCHOBHbBIE HCTOYHHUKMU:

1.MakcumoB, H. B. KomneroTepHsie ceTu: yaebHoe mocodue s yupexaeHun
cpeaHero npodeccuonanbHoro oopazopanus, / H. B. Makcumos, U. U. Tlonos. - 6-
¢ u3l., nepepad. u jgom. - MockBa: ®OPYM: MHDOPA-M, 2019. - 464 c.: wi. -
(Cpennee mnpodeccuonanpHoe obOpa3oBanue).-ISBN  978-5-16-011990-8.-Tekcr:
HEIOCPEACTBEHHBIN.

JIOTIOTHATEIbHBIE HCTOYHHUKH:
1.Ky3un, A.B. Komnbeiorepnsie cetu: yueb. nmocodue /A.B. Ky3un, [[.A. Ky3uH.
— 4 — e m3n., epepad. u gom. — M.: DOPYM: UHDPA — 2018. - 190 c. - (Cpennee
npodeccuonansHoe oopazopanue). - ISBN 978-5-00091-453-3 (dopym). - Tekcr:
HENOCPEICTBEHHBIN.

NuTepHeT-pecypcsr:

1. 3a6otuna, H. H. Metoasl u cpencTtBa mpoeKTUPOBAHMS MHPOPMAIIMOHHBIX
cucreM : yuebHoe mocooue / H.H. 3ab6ornna. — Mocksa : UHOPA-M, 2020. —

331 c¢. + Jom. wmarepmanbl [OnekTpoHHBIM pecypc]. — (Cpemnee
npodeccuonansHoe obpaszoBanme). - ISBN 978-5-16-015597-5. - Texkcr
anekrponnbi. - URL: https://znanium.com/catalog/product/1043093 (mata

obOpamenusi: 05.05.2022). — Pexxum ocTyna: 1o moAnucke.

4.3. O0mue TpeboBaHMs K OpraHU3alui 00pa30BaTeILHOTO Mpoliecca

OO0s3aTenpbHON ayIUTOPHOW HArpy3Kd — 36 aKkaJeMHUYECKHX YacOB B HEJEIIIO.
[Tpu nmpoBeneHny TabOPaTOPHBIX 3aHATHI TPYIIIHI PA30MBAIOTCS HA MOATPYIIIIHI.

VYyebHas mpakTHKa TPOBOJUTCS B  JIAOOpATOpPHUSX  0Opa30BaATEIBHOTO
YUpEXKJIEHUSI WU B MPOU3BOACTBEHHBIX JlabopaTopusix padortomareneid. [lo nroram
y4eOHOW MpaKTUKU TMPOBOJUTCS CAaya 3aueTa C BBIMNOJHEHHEM IPAKTUYECKOTO
3aJlaHus, 32 CUET YacoB, OTBEJCHHBIX Ha Y4YEOHYIO MPAKTUKY IO KaXIOW Teme
paszzena.

[TpousBoacTBEHHAs] MpaKTUKa MPOBOJUTCS B OpraHU3alUsAX U MPOQPHIbHBIX
NPEINPUITUSX, MO0 pe3ylbTaraM KOTOpOW oOydarommecs MpeIoCTaBISIOT OTYET,
MIPOU3BOACTBEHHYIO XapaKTEPUCTHKY. ATTECTalMsl MO HWTOTaM MPOU3BOJCTBEHHON
NPAaKTHKA TIPOBOAUTCA C YYETOM pe3yJIbTaTOB, TOIATBEPKICHHBIX JTOKYMEHTAMHU
COOTBETCTBYIOIIMX  opranm3ammii.  [IpemycMoTpeHBl  KOHCYIbTalluu  AJIA
oOy4Jaronuxcsi B KOJIMYECTBE 6 4acoB (IpynnoBbie, MHIUBUYAIIbHbIE).

JIucuunianHbl 1 MOAYIH, MPEAIIECTBYIOIINE OCBOSHUIO TAHHOTO MOTYJIS:

1. Pycckuii s3b1K
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https://znanium.com/catalog/product/1043093

Jluteparypa

PonHol s13bIK (pyCCKUI A3BIK)

HNHocTpaHHbIN SI3BIK

Hcropus

AcTpoHOMUS

duznueckas KyJIbTypa

OcHOBBI 0€30MMaCHOCTH KU3HEEATETLHOCTH

. Marematuka

10.UndopmaTuka

11.®uzuka

12.0061ecTBO3HAHNE

13.Uctopus

14 .Tlcuxonorus obmenust / KoMMyHUKaTUBHBINA TPAKTUKYM

15.25nemMeHThI BhICIIEH MaTeMaTHKH

16. ApxuTeKTypa anmapaTHbIX CPEJICTB

17.udopmaniioHHble TEXHOJOTMU / aJanTUBHBIE WH(MOPMALIMOHHbBIC
TEXHOJIOTUU

18.0OcHoBbI TeOpuU HHGOPMALTUH

CoNoOkWDN

4.4.006pa3zoBaTeNbHbIC TEXHOJIOTUN

4.4.1. B coorBercTBUn ¢ DenepanbHbIM rocyJapCTBEHHBIM 00pa30BaTEIbHBIM
CTaHIAPTOM IO CHEIHAIbHOCTH CpPEAHEr0 TMpOodEeCCHOHATBLHOTO 00pa30BaHuUs
09.02.01 KommbroTepHble CUCTEMBI U KOMILIEKCHI (0a30BOM MOJTOTOBKH) B pasielie
VII. m.7.1. TpebGoBanus K yCIOBHUSIM pealu3allud yKa3aHO, 4TO 00pa3oBaTelbHOE
yapexaenne npu dopmupoBanuu I[IIIKPC: mommkHO mnpemycmarpuBaTh B IEISIX
pealM3alii KOMIIETEHTHOCTHOTO TIOJXOJa HCIOJh30BaHUE B 00pa30BATEIBHOM
MPOIIECCEe aKTUBHBIX U MHTEPAKTHBHBIX (POPM MPOBEIACHUS 3aHATHHA (KOMITBIOTEPHBIX
CUMYJIAINM, JEJTOBBIX W POJEBBIX Wrp, pa3dopa KOHKPETHBIX CHUTYaIlUi,
MICUXOJIOTUYECKNX W WHBIX TPEHUHTOB, TPYIIIOBBIX TUCKYCCHN) B COYCTAHHH C
BHEAyAUTOPHOW  paboroit i GOpMHpPOBaHUS W PAa3BUTUA  OOIMUX W
npo(eccCHOHaTbHBIX KOMITIETCHIIMM 00YYaIOIUXCs).

4.4.2 Vicnonb3yeMble akKTUBHBIC U MHTEPAKTUBHBIE 00pa30BaTEIbHBIC
TexHooruu npu peanusanuu nporpammel - [IM.O1 «BBIIIOJIHEHUE PABOT 110
ITPOEKTUPOBAHNIO CETEBOU MHO®PACTPYKTYPbI»

Bunx Vcrionb3yembie POpMBbI 3aHATHN, aKTUBHBIC U MHTEPAKTUBHBIE
3aHATHS [00pa30BaTENIbHBIC TEXHOJIOTUN
TO AKTHBHBIC 1 HHTEPAKTUBHBIE ()OPMBI YUECOHBIX 3aHSATHUI: I€JI0OBAs UTPa,

pa300p KOHKPETHBIX CUTYAIIUHA, TPCHUHT, TPYIIIOBBIC TUCKYCCHUN: JICKITHS —
MIPE3EHTAIINsA, JICKIINS- JUAJIOT, JIEKIUA — TUCKYCCHUs, KOH(DEepEeHIINs,
JICKIIHS — TIPOBOKAITHS. TIPOOJIEMHAST JICKITHS.

[IpobyieMHO - JesATeTbHOCTHOE 00YUYEHHUE:

—Keiic-ctagu ,
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—MOJICITUPOBAHUE,

—3BpHUCTHYCCKas Oecena,

—CaMOCTOSITCIIBHOE ,

—pednexcus GopMyIUpoBaHUE BEIBOIOB

WNHuTterpaTuBHas:

-UHTETpalusl 3HAHUM;
-00001IIeHUE U CUCTEMATHA3ALIMSL.

UKT:

-MyJIbTUMEIUIHAS TTPE3CHTAIINS;

- perieHUE QYHKIIMOHAIBHBIX 337124,

- pEIICHUE CUTYaIIMOHHBIX 3a/1a4.

TeXHO0THS BUTAr€HHOTO OOYYCHMS:
—aKTyaTu3alus )KU3HEHHOTO OIbITa;
—CpaBHEHUE OOBEKTOB;

—paboTa 1o COMOCTaBICHUIO 0OBEKTOB;
— TPYNIUPOBKA U KiIaccupuKarms, pedaexcus.

HHTepakTUBHBIC TEXHOJIOTHHA O0YUCHUS:
—IIOCTaHOBKA IPOOJIEMBI;

—ITUCKYCCHSI;

—00CyXAeHNE MPOOIeMbl B MUKPOTpYIITIaxX;

— IBpUCTHYECKas Oecena;

— Tpy1moBas paboTa ¢ WTIOCTPATUBHBIM MaTEpPHAIOM.

TexHoI0THs CUTYAIITMOHHOTO 00YUYEHUSI:

—aHaJIn3 KOHKPETHBIX CUTYaIIHH
— MIEPEHOC YCBOCHHBIX 3HAHUN B HOBYIO CUTYAITHIO.

113

TeXHOI0THS KOHTEKCTHOTO O0yUCHHUS
—pa300p KOHKPETHBIX CUTYyaIlUH;
—aHaJu3 KOHKPETHBIX 3a71a4;
—BBITIOJTHEHUE JEUCTBUH 110 00pasily;
—paboTa o0 UHCTPYKIUU;
—paboTa o1 pyKOBOJICTBOM ITPETIO/1aBaTEIIs.
Burarennoe o0yueHue:
- aKTyalu3aIus >KU3HEHHOTO OTIbITA;
-pednexcus;
-CpaBHEHHE OOBEKTOB.
NuTerpatuBHas:
—HMHTETpAIYs] 3HAHWM;
—0000I1IEHNE U CUCTEMATHU3AIIHS.

JIP

HE IPEeTyCMOTPEHO

CP

TexHONorusa CUTYalMOHHOTO O0YYEHHUS:

—aHaJIN3 KOHKPETHBIX CUTYaLlH;

— IIEPEHOC YCBOCHHBIX 3HAHWM B HOBYIO CUTYALIMIO.
HKT:

—peleHne QyHKIMOHAIbHBIX 3a/1a4;

—penieHue CUTYallnOHHBIX 3a/1a4;

—peleHrne KOHTEKCTHBIX (DYHKIIMOHAJIBHBIX 3a]1a4.
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4.5. KagpoBoe obecriedeHre 00pa3oBaTENIbHOTO Mpoliecca

TpeboBanust kK KBadU(UKAIMKM TEJATOTHISCKUX KaJpoOB, 00ECIICUNBAIOIINX
oOy4eHHe 0 MEXIUCIUILIMHAPHOMY Kypcy (KypcaM) W PYKOBOJCTBO MPAKTHKOM:
HAJIMYUE BBICIIETO WH)XCHEPHOTOWJIM BBICIIIETO IEJarormueckoro oOpa3oBaHMs,
COOTBETCTBYIOIIETO IPODHUITIO.

WHXeHepHO-TIeJarOTUYECKUH  COCTaB: JAWIUIOMHUPOBAHHBIC CICIIUATHCTHI —
MPENOIaBaTeId MEKIUCITUIUIMHAPHBIX KypCOB, C 00s3aTE€IbHBIM TMPOXOKICHUEM
CTQXXUPOBOK HE PEKE OTHOTO pa3a B 3 TOJa, OMBIT JICATCILHOCTH B OpPTaHHU3AIUSX,
COOTBETCTBYIOIICH MPOPECCHOHAIBHON cdephl, sABIIeTCS 00s3aTenbHbIM. K
MEArOTHYECKON  JEATENHPHOCTH MOTYT TIPHUBJICKATHCS BEAYIIAE CHCIHATHCTHI
PO MIBHBIX OPTaHU3AINN.
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4. KOHTPOJIb U OIEHKA PE3YJIbTATOB OCBOEHUA
MPOPECCHUOHAJIBHOI'O MOAYJIAIIM.01 «BBIIIOJIHEHUE PABOT 11O
IMPOEKTUPOBAHUIO CETEBO UH®PACTPYKTYPBI»

KOHTpOJ'IB N OLOCHKa PC3YyJIbTATOB OCBOCHHUA IHCHUIIIMHBI OCYIICCTBILACTCA
MpCrnogaBarCjicM B IIPOLCCCC IIPOBCACHHA IIPAKTHUYCCKUX BaHHTHﬁ, y‘{e6H0ﬁ
IMPAKTUKH, a TAKIKC IIPH BBIIIOJTHCHHA O6y‘{aI-OHII/IMHCH HHAWBUIYAJIbHBIX Ba,ZIaHI/If/'I.

Kon u HaumeHoBaHue
HpO(beCCHOHaHBHHXuH Kpurepnu onenku Meroas! OLICHKH
O0IINX KOMIETEHIIHIA,
(dopMHpyEeMBIX B paMKax
MOAYJIs
[1K 1.1. BeimonaHaTth - BBITIOJIHEHUE BCETO KOMIUIEKCA ITPOEKTHBIX JK3aMeH/3a4eT B
[IPOEKTUPOBAHUE paboT, CBSI3aHHBIX C CO3JJaHUEM KOMITbIOTEpHOH  [hopme
KaOENbHOM CTPYKTYPBl  (CETH (IO KITHOU»); coOeceToBaHus:
KOMITBIOTEPHOM CETH. - IPAMOTHOCTb UCIOJNb30BaHud [T-TeXHOIOrUH, [IpaKTUYECKOe
BTOM YHUCJIE CHIEUAIN3UPOBAHHOTO TPOTPAMMHOIOB3aJaHHE 110
oOecreueHus, Ipyu MPOSKTUPOBAHUH [MOCTPOEHUIO
KOMIIBIOTEPHBIXCETEH; QJIrOpUTMa B
- KQUeCTBO OpraHu3aluu padoT Mo COOTBETCTBUU C
[IPOEKTUPOBAHUIOKOMIIBIOTEPHBIX CETEH; TEXHUYECKUM
- oOecrieueHre OECKOH(IMKTHOTO BHEAPEHUS U BaJlaHHEM
BBOJIa B OKCILTyaTalllIO0 CO3/JaBaEMOro 00BbEKTa;
- obecriedeHue Mpyu MPOSKTUPOBAHUHT 3ammTa OTYETOB 10
MEePCIEKTUBBI AJIs1 OYAYIIETro pa3BUTH MPAKTUYECKUM U
KOMIIBIOTEPHOM CETH. mabopaTOpHBIM
paboTam
I1K 1. 2. OcymecTBIATh | 11€7€CO000pa3HOCTh OCYIIECTBIECHHUS BHIOOPA JK3aMeH/3a4eT B
BBIOOD TEXHOJIOTHH, TEXHOJIOTUH, NHCTPYMEHTAJIbHBIX CPEJICTB U bopme
MHCTPYMEHTAIBHBIX cpencts BT; cobeceI0BaHUs:
CPEICTB U CPE/ICTB - T'PaMOTHOCTbH IUIAaHUPOBAHUS U IPOBEJCHUS MPaKTUIECKOE
BBIYHCIUTEIBHOM HE00XO/IUMBIX TECTOBBIX IIPOBEPOK U 3aJlaHuE 110
TEXHUKHU TIpU MpOo(UIAKTUIECKUX OCMOTPOB; [MOCTPOECHHUIO
OpraHu3aly mporecca |- KBAIM(UIMPOBAHHOCTb OPraHU3aluH U QJIrOpUTMa B
pa3paboTKu U OCYIIECTBJIEHUSI MOHUTOPUHIA UCIIOJIb30BAHUS COOTBETCTBHUH C
ycclieIoBaHMsI OOBEKTOB [BBIYMCIMTENBHON CeTH; TEXHUYECKUM
npodeccnoHanbHOMN - TOYHOCTb U CKPYIYJIE3HOCTh GUKCUPOBAHUS U [3aJaHHEM
NESTEIBHOCTH. aHanm3a c00eB B pabOTe CEPBEPHOTO U CETEBOTO
000pyI0BaHNsl, CBOEBPEMEHHOCTb MPUHATHS 3amuTa OTYETOB IO
peLIeHHs O BHEOUEPETHOM 00CITyKUBAaHUH MPAKTUYECKUM U
MPOrpaMMHO- TEXHUUYECKUX CPECTB; mabopaTopHbIM
- CBOEBPEMEHHOCTbH BBIIIOJHEHUS MEJIKOTO pabotam
[PEMOHTa 000pYyIOBaHUS;
- [PAMOTHOCTb ¥ aKKYPaTHOCTb BEJICHUS
TEXHUYECKON U OTYETHOM TOKYMEHTAllUH.
I1K 1. 3. O6ecnieuuBaTh | MOJHOTA OOECHIEUEHHS HATUYHS U JK3aMeH/3a4eT B
3auTy HHGOPMalMu B [pab0TOCIIOCOOHOCTH MPOTrPAMMHO-TEXHUYECKUX  |popme
CEeTH C UCIIOJIb30BaHUEM [CPEJICTB cOOpa JaHHBIX JJIS aHajHu3a IokKa3aTeneil (codecejoBaHus:
MPOrpaMMHO- MCIIOJIb30BAaHUS U (PYHKIIMOHUPOBAHUS MPaKTUIECKOe
anmnapaTHbIX CPEJCTB. KOMIIBIOTEPHOM CETH; 3aJlaHuE 110
- TPaMOTHOCTb M CBOEBPEMEHHOCTb JEUCTBUM MO |[TOCTPOCHHIO
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QIMUHHCTPUPOBAHUIO CETEBBIX PECYPCOB;
- 0eccOOMHOCTD MOICPKAHUS CETEBBIX PECYPCOB
B aKTyaJIbHOM COCTOSIHUH;

THIATETbHOCTh MOHUTOPHUHTA HCIIOIb30BaHUS CETU
VIHTEpHET U JIEKTPOHHOM I10YTHI;

- PEryJIIPHOCTH BBOJIa B JIEHCTBUE HOBBIX
TEXHOJIOTUI CUCTEMHOT'0 aIMUHUCTPUPOBAHHUSI.

QIropuT™Ma B
COOTBETCTBUU C
TEXHUYECKUM
3alaHEM

3aI_HI/ITa OTYCTOB I10
MPAKTUYICCKUM U

OLICHKE Ka4yecTBa U
SKOHOMUYECKOM

P PEeKTUBHOCTH CeTEeBOU
TOTIOJIOTHH.

- IPAMOTHOCTb IPUMEHEHUSI HOPMATUBHO-
TEXHUUYECKOH IOKyMEHTalluu B 00J1acTu
MH(OPMALMOHHBIX TEXHOJIOTHI;

- OCO3HAHHOCTb IPUMEHEHHS] OTEYECTBEHHOTO U
3apyO0eKHOTO OIbITa UCIIOIH30BAHUS MPOTPAMMHO-
TEXHUYECKUX CPEJICTB.

maGopaTOpHBIM

paboram
[1IK 1. 4. [Ipuaumath - MPOJYKTUBHOE Y4acTHUE B JK3aMEH/3a4eT B
ydacTHe B IPHUEMO- MPHEMOCIATOYHBIXUCTIBITAHUSIX KOMIIBIOTEPHBIX  (hopMe
CIATOYHBIX UCIIBITAHUAX [CETEeH U CETeBOro 000pyAOBaHNUS; coOece10BaHus:
KOMITHIOTEPHBIX CETEH U |- MPABWIBHOCTh U apTYMEHTUPOBAHHOCTH OLIEHKH [TPAKTUYECKOE
CeTeBOro 000PYAOBaHUS |[KAUeCTBA U SKOHOMUYECKOU 3((HEeKTUBHOCTHU 3aJlaHue 10
[PA3JIMYHOTO YPOBHS U B [CETEBOM TOTIOJIOTHH; [HOCTPOCHHUIO

AJIrOpuT™Ma B
COOTBCTCTBHUHU C
TCXHUYCCKHUM
BaJaHNCM

3armra OT4ETOB 110
[IPAKTUYCCKUM U

- apryMEHTHPOBAaHHOCTH 000CHOBAHUS
MPEIJI0KEHUH 110 Peau3aliy CTpaTEerum
OpraHU3aIy B 00JIaCTH
MH()OPMAIIMOHHBIX TEXHOJIOTHIA;

- MPOAYKTUBHOCTb YUacTHsl B HAYUHBIX
KOH(pEepeHIMsIX, CEMUHApax;

- TOYHOCTh U TPaMOTHOCTh O(hOpMIIEHUS
TEXHOJOTHYECKON TOKYMEHTAIH, €€
COOTBETCTBUE JCHCTBYIOUIUM IIpaBUiIaM 1

[PYKOBOJICTBAM.

mabopaTopHBIM

pabotam
[1K 1. 5. Beinonssrs - TPaBUJIBHOCTH, TEXHHUECKAs U IOPUINYECKas  [JK3aMeH/3a4eT B
TpeOOBaHUs HOPMATUBHO-PAMOTHOCTb IPUMEHEHHSI HOPMAaTHUBHO- bopme
TEXHUYECKON TEXHUYECKON JTOKYMEHTAIMH B 00JaCTH coOeceTIoBaHus:
NOKYMEHTAIlUH, UMETh  [MH(QOPMALIMOHHBIX TEXHOJIOTUH; [IPAaKTUYECKOE
OTBIT OhOpMIIEHUS - MPOAYKTHBHOCTh YYacCTHs B IJIJAHUPOBAHUU 3a/1aHKeE 110
[IPOCKTHOMN Pa3BUTHS IPOrPaMMHO-TEXHUYECKON 0a3bl [TOCTPOEHUIO
NTOKYMEHTALUH. OpraHu3aluy; QIropuT™Ma B

COOTBCTCTBHUHU C
TCXHUYCCKUM
BaIaHUCM

3aiuTa OTYETOB 110
MPAaKTUIECKUM U
mabopaTOpHBIM
paboTam

(DOpMI)I H MCTO/JbI KOHTPOJIA M OLCHKHW PC3YyJIbTATOB O6y‘-IeHI/I${ JOJIDKHBI

MO3BOJISAITh  MPOBEPSITH

y

oOydJaronmuxcsi HE  TOJBKO

c(hOpMHPOBAHHOCTh

npo(ecCHOHANBHBIX KOMIIETEHIIMH, HO W pa3BUTHE OOIIMX KOMIIETEHUIUH U
00ecreynBaINX UX YMEHHUU.

Pe3ynbrarsl (OCBOCHHBIE
001111 KOMITETEHITIH )

OCHOBHBIC TTIOKa3aTelIN OLICHKHU pE3yJibTaTa

@OpMBI U METOJIBI
KOHTPOJISL U OLICHKH

OK 01. BeiObupats criocoOsbl
peLeHus 3a1a4
npodecCuOHATBHON
NesITeIbHOCTH, IPUMEHUTEIIBHO

— 00O0CHOBAaHHOCTH ITOCTAHOBKH IICTIH,
BbIOOPA U IPUMEHEHHUS METOJIOB U CITIOCOOOB
pernieHus mpohecCHOHANBHBIX 3a7a4;

- aJIcKBaTHAs OIICHKA M CaMOOICHKA

MHureprperanus
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K pa3JIMYHbIM KOHTCKCTaM.

A (HEKTUBHOCTH M KQUeCTBA BHIMIOTHCHHUS
Mpo(eCCHOHAIBHBIX 337124

pE3yJIbTaTOB
HaOJIIOEeHUIT 3a

OI1 02.0cymiecTBAsSTh TOUCK,
QHAJIN3 ¥ MHTEPIIPETAIHIO
nH(pOpMaKU, HEOOXOMMOi
TUTs1 BBITTOJTHEHHMSI 33149
npodeccnoHaTbHOMI
NeSITeIIbHOCTH.

- UCIIOJIb30BaHHUE PA3JIMUYHBIX HCTOYHUKOB,
BKJIFOYAs! 3JIEKTPOHHBIE PECYPCHI,
Menuapecypcebl, MHTepHET-pecypchl,
MEPUOIUYECKHE U3aHUs 1O CIIELHAIIBHOCTH
TS peIeHus MpodecCnOHABHBIX 33129

eITEIbHOCTRIO
00OydJaromierocs B
MPOLIECCE OCBOCHUS
00pa3oBaTeIbLHOM
[POrpPaMMBbI

OK 03. Ilinanuposats u
[peaTn30BBIBATh COOCTBEHHOE
npogeccuOHATBLHOE U
ITMYHOCTHOE Pa3BUTHE.

- IEMOHCTpAIIVsI OTBETCTBEHHOCTH 32
MPUHSTHIC PEIICHUS

- 000CHOBaHHOCTH CaMOAHAJIN3a U KOPPEKLIUS
PE3yIbTATOB COOCTBEHHON PabOTHI;

DKCIIEPTHOE
HaOJIFOJEHUE U
OIICHKA Ha
mabopaTopHO -

OK 04. PaGoTaTb B KOJJIEKTHBE
1 KOMaHe, 3PPEKTHBHO
B3aHMMOJIEHCTBOBATH C
KOJIJIETaMU, PYKOBOJICTBOM,
KIMEHTaMH.

- B3aUMOJICHCTBHE C 00YUYaIOMUMHUCH,
[pEnoIaBaTesIIMU U MacTepaMu B XO€
00y4eHUs1, C pyKOBOJUTENIAMU yUeOHOU U
[IPOU3BOJCTBEHHOM IIPAKTHK;

- 000CHOBAaHHOCTbH aHAJIM3a padOTHI YWICHOB
KOMaH/IbI (IO TYMHEHHBIX)

MPAKTUYECKIX
BaHATUAX, IPU
BBITIOJIHCHUH paboT
Mo y4eOHOM U
[TPOU3BOJCTBEHHON
MPaKTUKaM

OK 05. OcyecTBasTh yCTHYIO
1 TUCbMEHHYIO
KOMMYHHUKAIMIO Ha
rOCy/1apCTBEHHOM SI3BIKE C
Y4ETOM OCOOCHHOCTEN
COLIMAJIbHOTO U KYJIbTYPHOTO
KOHTEKCTA.

-TPaMOTHOCTb YCTHOM M MMCbMEHHOU peun,
- ICHOCTHh (DOPMYJTUPOBAHUS U H3JIOKCHHSI
MBICIJIEHT

OJK3aMeH
KBaJIM(DUKALIMOHHBIN

OK 06. IIposBasTsb
Ipa)X1aHCKO-NATPUOTHUECKYIO
MO3UIIHNIO, IEMOHCTPUPOBATH
0CO3HAHHOE ITOBEACHHE Ha
OCHOBE O0IICUCITOBEUECKUX
LIEHHOCTEH.

- COOJII0/IEHNE HOPM ITOBEICHUS BO BPEMSI
Y4EOHBIX 3aHATHH U MPOXOXKAECHUS YUeOHOH U
MIPOU3BOJCTBEHHOM IIPAKTHUK,

OK 07. ConelicTBoBaTh
COXPaHCHHIO OKPYKAIOIICH
Cpellbl, pECYpCOCOEPEKEHHUIO,
A (HeKTHBHO AeCTBOBATH B
YpE3BBIUANHBIX CUTYAIHSIX.

- appexTuBHOCTH BBIMOTHEHUS TTpaBui Th Bo
BpeMsl Y4eOHBIX 3aHITUN, TIPU TPOXOKACHUN
y4eOHOM U TPOU3BOACTBEHHOM MPAKTHK;

- 3HAaHUE U UCIOJIb30BAaHUE
pecypcocOeperaroux TeEXHOJIOTHH B 00J1acTh
TEeIEKOMMYHUKAIMI

OK 08. Ucnonb3oBathb
cpeacTBa GU3NIECKOMH
KYJIbTYPBI JJIsl COXpAaHCHHUS U
YKpEIUIEHUS 30pPOBbS B
nporecce npodeccHoHanbHON
NesTeTbHOCTU U MOAIepKaHNe
HEe00X0IMMOT0 YPOBHS
(buznyeckoi
MOJITOTOBJICHHOCTH.

- 3(PeKTUBHO UCTIOIB30BATh CPEACTBA
(bU3UUYECKOI KyIbTYPHI VISl COXPAaHEHHS U
YKpETIeHUs 3J0pOBBS B IpoIecce
npodeccCHOHATBEHON IEATEBHOCTH U
MmojiepKaHue HeoOX0IMMOTO YPOBHS
(bU3MYECKOI MOATOTOBIEHHOCTH. ;

OK 09. Ucnonb30BaTh
MH()OPMAIMOHHBIC TEXHOJIOTHN
B ripodeccroHanbHOM
NEATETbHOCTH.

- 53¢ (PEKTUBHOCTH UCIIOIB30BaHUS
1H(OPMallHOHHO-KOMMYHUKAIIMOHHBIX
TEXHOJIOTHH B PO eCCHOHATLHON

eI TEIbHOCTH COTJIaCHO (hOPMUPYEMBIM
YMEHUSAM U I101y4aeMOMY IIPAKTUYECKOMY
OIBITY;
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OK 10. ITons3oBarbCst
npodecCuOHATbHON
JTIOKYMEHTalMENH Ha
rOCy/1apCTBEHHOM U
MHOCTPAHHOM SI3bIKE.

- 5 (EeKTUBHOCTH UCIIOIH30BaHUS B
po¢eCCHOHATIBHON 1 TEIbHOCTH
HE00X0IMMON TEXHUUYECKOH TOKyMEHTallH, B
TOM YHMCJIC HA aHTJIMICKOM SI3BIKE.

OK.11. IlnanupoBath
MpeIIPUHIMATEIbCKYIO
NesTeIbHOCTD B
npodeccuoHambHoNChepe

- 9 peKTUBHO IITAaHUPOBATH
MpeIPUHIMATEIBCKYIO IEITeILHOCTD B
npodeCCHOHATBHOM cepe MpH MPOBEIACHUN
paboT 1o KOHCTPYUPOBAHHUIO CETEBOU

MHGPACTPYKTYPHI
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6. JIMCT BHECEHUS UBMEHEHUI B PABOUVIO I[TPOI'PAMMY

IIM.01 «BBITIOJTHEHUE PABOT ITO ITPOEKTUPOBAHMIO CETEBOI
NHOPACTPYKTYPEBI»
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